
R E V I E W Open Access

© The Author(s) 2025. Open Access  This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License, which permits any non-commercial use, sharing, distribution and reproduction in any medium or format, as long as you 
give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if you modified the 
licensed material. You do not have permission under this licence to share adapted material derived from this article or parts of it. The images or 
other third party material in this article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the 
material. If material is not included in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or 
exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy of this licence, visit  h t    t p : / / c r e  a   t i 
v e  c  o  m  m  o n s . o r g / l i c e n s e s / b y - n c - n d / 4 . 0 /     .   

Li et al. Molecular Cancer           (2025) 24:13 
https://doi.org/10.1186/s12943-024-02215-4

ability to target particular cells, aided by surface pro-
teins and ligands that identify and attach to target cells 
[2]. Moreover, exosomes can carry various therapeutic 
agents, such as small molecules, nucleic acids, and pro-
teins, to recipient cells, improving the precision of cancer 
treatments [3].

Recent progress in nanotechnology has led to the 
development of engineered exosomes aimed at optimiz-
ing drug delivery efficiency. For example, exosomes can 
carry chemotherapeutic drugs or genetic material to 
selectively target cancer cells while reducing systemic 
toxicity [4]. The small size and capacity to fuse with cellu-
lar membranes enable efficient drug delivery across phys-
iological barriers like the blood-brain barrier, a major 
obstacle in treating brain cancers. These characteristics 
make exosomes a strongly hopeful drug transport sys-
tem for targeted cancer therapies, capable of overcoming 
many limitations of conventional methods [5].

Introduction
Background on exosome-based drug delivery
Exosomes, small extracellular vesicles released by most 
cell types, have attracted growing interest for their key 
role in cell communication and potential as therapeutic 
carriers. These vesicles, usually 30 to 150 nanometers in 
size, originate from the endosomal pathway and have a 
lipid bilayer containing biomolecules like proteins, lipids, 
and nucleic acids (Fig. 1). Their biocompatibility, capac-
ity to cross biological barriers, and low immunogenicity 
make them highly suitable for drug delivery, particularly 
in cancer therapy [1]. Exosome-mediated drug delivery 
is emerging as a promising strategy due to their natural 
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Abstract
This review highlights recent progress in exosome-based drug delivery for cancer therapy, covering exosome 
biogenesis, cargo selection mechanisms, and their application across multiple cancer types. As small extracellular 
vesicles, exosomes exhibit high biocompatibility and low immunogenicity, making them ideal drug delivery 
vehicles capable of efficiently targeting cancer cells, minimizing off-target damage and side effects. This review 
aims to explore the potential of exosomes in cancer therapy, with a focus on applications in chemotherapy, gene 
therapy, and immunomodulation. Additionally, challenges related to exosome production and standardization 
are analyzed, highlighting the importance of addressing these issues for their clinical application. In conclusion, 
exosome-based drug delivery systems offer promising potential for future cancer therapies. Further research 
should aim to enhance production efficiency and facilitate clinical translation, paving the way for innovative cancer 
treatment strategies.
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Importance of exosome-based drug delivery
The significance of exosome-mediated drug delivery for 
cancer treatment is highlighted by its numerous advan-
tages over traditional systems. One of the most significant 
benefits is the high biocompatibility and low immunoge-
nicity of exosomes, which originate from the body’s own 
cells. This minimizes the risk of immune reactions, mak-
ing them an ideal carrier for delivering treatments to can-
cer patients, who often have weakened immune systems 
[6]. In addition, exosomes have an innate ability to home 
in on specific tissues, particularly tumors, through recep-
tor-ligand interactions, enhancing the precision of drug 
targeting. Targeted delivery limits healthy tissue expo-
sure to toxic drugs, reducing side effects and enhancing 
the therapeutic index of cancer treatments.Furthermore, 
exosomes can be modified to carry a variety of medicinal 
payloads, including chemotherapeutic drugs, small inter-
fering RNA (siRNA), and microRNA (miRNA), which 
allows for versatile applications in treating different types 
of cancer. Their ability to protect these cargoes from deg-
radation in the bloodstream also enhances the stability 
and bioavailability of the delivered therapeutics, further 
increasing the efficacy of cancer treatments [7]. These 
unique properties of exosomes position them as a trans-
formative technology in the field of oncology, with the 
potential to improve patient outcomes in various cancers, 
including those that are traditionally difficult to treat, 
such as brain and pancreatic cancer [8].

Tumor-derived exosomes, despite their advantages, can 
also promote tumor growth, metastasis, and angiogenesis 
through multiple mechanisms [9]. They carry oncogenic 
proteins and RNAs that can alter recipient cell pheno-
types, degrade the extracellular matrix to facilitate inva-
sion, establish pre-metastatic niches in distant tissues, 
and enhance angiogenesis via pro-angiogenic factors. 
Furthermore, they can suppress host immune responses, 
helping tumor cells evade immune surveillance [10]. 
These tumor-promoting properties pose significant safety 
concerns when considering tumor-derived exosomes as 
drug delivery systems (DDS). To address these concerns, 
selecting an appropriate cell source for exosome pro-
duction is crucial. Non-tumorigenic cells, such as mes-
enchymal stem cells (MSCs) or immune cells, provide a 
potentially safer alternative for therapeutic applications 
due to their modifiability, which can enhance therapeutic 
efficacy while minimizing adverse effects [11].Advancing 
exosome-based therapies also requires careful screen-
ing and modification of exosome content to mitigate 
risks. Techniques such as genetic engineering or loading 
exosomes with therapeutic agents to counteract tumor-
promoting factors can maximize therapeutic benefits 
while minimizing risks [12]. The next steps for develop-
ing exosome-based DDS include standardizing isolation 
methods, thorough characterization, and ensuring safety 
in preclinical and clinical trials. Engineered exosomes, 
capable of targeted drug delivery and improved safety, 

Fig. 1 A representative scheme of exosomal composition. Exosomes encompass cellular lipids, proteins, and nucleic acids, mirroring the state and func-
tion of their parent cell. Comprehending their formation is crucial for exploiting EVs in diagnostic and therapeutic applications
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represent a transformative technology in oncology, pav-
ing the way for more effective and personalized cancer 
treatments [13].

While the latest few reviews summarize the recent 
advancements in exosome research, they also high-
light the bottlenecks and challenges in large-scale pro-
duction, optimizing loading efficiency, and ensuring 
stability. However, the latest few reviews not system-
atically review the progress made in cancer treatment, 
nor do they clarify how exosome-based therapies could 
pave the way for future personalized medicine. Further-
more, they do not provide an in-depth analysis of the 
challenges that exosomes still face in cancer therapy, or 
the measures required to overcome them [14, 15].This 
review offers a thorough overview of recent progress in 
exosome-mediated drug delivery for cancer therapy. It 
begins with a discussion of the mechanisms of exosome 
formation and cargo loading, highlighting the biogenesis 
of exosomes and the strategies employed to incorporate 
therapeutic agents into these nanovesicles. The advan-
tages of using exosomes, such as their high biocompat-
ibility, targeted delivery capabilities, and improved drug 
stability, are examined in detail. Furthermore, the review 
explores the latest innovations in exosome engineer-
ing, including surface modification techniques, novel 
cargo-loading methods, and the development of hybrid 
exosome-nanoparticle systems. In addition to covering 
the applications of exosome- mediated drug delivery in 
chemotherapy, gene therapy, and immunotherapy, this 
review also addresses the challenges and limitations of 
exosome manufacturing, scalability, and clinical transla-
tion. Finally, the review concludes with an exploration of 
emerging trends and potential solutions to overcome the 
current obstacles in the field, offering insights into the 
future directions of exosome-based cancer therapies.

Mechanisms of exosome formation and cargo 
loading
Biogenesis of exosomes
Exosomes are small extracellular vesicles (EVs) that 
originate from the endosomal system. Their biogenesis 
involves multiple steps, starting with early endosome 
formation through plasma membrane folding, followed 
by maturation into multivesicular bodies (MVBs). Dur-
ing this process, inward folding of the MVB membrane 
forms intraluminal vesicles (ILVs), which become exo-
somes when MVBs merge with the plasma membrane 
and release them into the extracellular space [16] (Fig. 2). 
Exosome biogenesis is regulated by the endosomal sort-
ing complexes required for transport (ESCRT) machin-
ery, which is crucial for sorting cargo molecules, such 
as proteins, nucleic acids, and lipids, into ILVs [17]. In 
addition to ESCRT, other molecular components such as 
Rab GTPases, tetraspanins (e.g., CD63, CD81), and Alix 

also contribute to the regulation of exosome formation, 
ensuring the specificity of cargo selection and vesicle for-
mation [18] (Fig. 3).

The release of exosomes is tightly controlled by cel-
lular signaling pathways and varies depending on the 
physiological state of the cell. For instance, in cancer, exo-
some biogenesis can be upregulated, leading to increased 
secretion of tumor-derived exosomes that carry onco-
genic factors, which can promote tumor growth, metas-
tasis, and immune evasion. Exosome biogenesis and 
secretion are thus seen as potential therapeutic targets, 
as modulating these processes could disrupt pathological 
interactions between tumor cells and their microenviron-
ment. Exosome biogenesis is a highly dynamic and intri-
cate process, with multiple regulatory checkpoints that 
ensure the precise loading and release of bioactive cargo 
[19].

Cargo selection and loading mechanisms
The process of selecting and loading cargo into exosomes 
is highly specific and involves both passive and active 
mechanisms. Cargo molecules such as proteins, lipids, 
and various types of RNA (including mRNA, miRNA, 
and lncRNA) are selectively incorporated into exosomes 
through molecular sorting pathways that are modulated 
by specific proteins. The ESCRT machinery plays a cen-
tral role in sorting ubiquitinated proteins into exosomes, 
while proteins like Alix and TSG101 assist in cargo selec-
tion by interacting with these molecules and directing 
them into ILVs [20]. Tetraspanins, such as CD9, CD63, 
and CD81, also facilitate the packaging of specific cargo 
molecules, contributing to the functional diversity of 
exosomes [21].

In addition to proteins, nucleic acids are selectively 
loaded into exosomes. RNA-binding proteins such as 
hnRNPA2B1 recognize specific RNA sequences and 
mediate their incorporation into exosomes. This selective 
RNA sorting enables exosomes to carry regulatory mole-
cules that affect gene activity in recipient cells, contribut-
ing to processes like tumor growth and immune response 
[22]. The lipid composition of exosomes also influences 
cargo selection, as lipid rafts enriched in cholesterol and 
sphingolipids can aid in the recruitment of specific pro-
teins and other molecules into exosomes [23].

Recent advancements in exosome engineering have 
enabled researchers to manipulate the cargo loading pro-
cess for therapeutic purposes. Both passive and active 
loading strategies are used to incorporate drugs, nucleic 
acids, and other therapeutic agents into exosomes. Pas-
sive loading relies on the natural uptake of small mol-
ecules by exosomes during their biogenesis, while active 
loading techniques such as electroporation and chemical 
modifications enhance the encapsulation efficiency of 
larger or charged molecules. These engineered exosomes 
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have demonstrated strong potential as drug carriers, pro-
viding targeted delivery, reduced toxicity, and improved 
therapeutic effectiveness in preclinical models. Under-
standing the mechanisms of cargo selection and loading 
is essential for advancing exosome use in disease treat-
ment, especially for cancer and neurodegenerative condi-
tions [24, 25].

Advantages of exosome-based drug delivery 
systems
High biocompatibility and low immunogenicity
A key advantage of exosome-mediated drug delivery is 
their high biocompatibility and low immunogenicity. As 
exosomes are naturally occurring vesicles from the body’s 
cells, they minimize immune response risks. Unlike 
synthetic nanocarriers such as liposomes or polymer-
based systems, exosomes are less likely to trigger adverse 
reactions, making them a safer option for therapeutic 
applications [26]. This natural origin allows exosomes 

to circulate in the body for extended periods, enhanc-
ing their capacity to deliver treatments effectively while 
reducing the risk of immune clearance.

Exosome-based drug delivery systems also exhibit 
excellent biodegradability and low toxicity, which are 
critical for avoiding accumulation within the body. For 
example, exosomes used in bone-targeting therapies have 
shown promising results in preventing bone loss and 
promoting bone formation without causing significant 
immune responses [27]. Additionally, cancer cell-derived 
exosomes have been studied for their capacity to deliver 
drugs specifically to tumors, leveraging their low toxic-
ity and immunogenicity to improve precision medicine 
approaches. This biocompatibility feature is key to their 
potential use in delivering therapeutic agents across dif-
ferent physiological barriers, such as the blood-brain 
barrier, which is often challenging for conventional drug 
delivery systems [6].

Fig. 2 Production of extracellular vesicles. The formation of extracellular vesicles. EVs are membrane-enclosed particles discharged by cells and catego-
rized into exosomes, microvesicles, and apoptotic bodies in accordance with their origin and size. Exosomes are formed within multivesicular bodies and 
are released when these bodies merge with the plasma membrane. Microvesicles sprout directly from the plasma membrane, while apoptotic bodies 
arise from cell fragmentation during apoptosis
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Enhanced targeting capabilities and drug stability
Another significant advantage of exosome-based drug 
delivery systems is their enhanced targeting capabilities 
and ability to improve drug stability. Exosomes natu-
rally contain surface proteins and ligands that enable 
them to recognize and bind to specific cells or tissues, 
thus ensuring precise delivery of therapeutic agents [28]. 
This targeting ability can be further enhanced through 
bioengineering techniques, where specific ligands or 
receptors are incorporated into the exosome membrane 
to improve its affinity for certain tumor cells or disease 
sites [29]. This allows exosome-based therapies to con-
centrate drugs at the desired site while minimizing off-
target effects, which is particularly important in cancer 
treatment, where high drug specificity can significantly 
reduce toxicity to healthy tissues [30].

In addition to targeting capabilities, exosomes enhance 
drug stability by protecting therapeutic agents from deg-
radation in the bloodstream. The encapsulation of drugs 
within the lipid bilayer of exosomes shields them from 
enzymatic degradation and harsh biological environ-
ments, increasing their bioavailability and effectiveness. 
This feature has been particularly beneficial for the deliv-
ery of nucleic acid-based therapies, such as mRNA or 
siRNA, which are highly susceptible to degradation. By 
using exosomes as carriers, these molecules can be deliv-
ered intact to the target cells, where they can exert their 
therapeutic effects more efficiently. Exosomes’ natural 

ability to ensure drug stability, combined with their tar-
geting capabilities, makes them an attractive platform for 
next-generation drug delivery systems [31].

The dual functions of exosomes
Exosomes are natural nanocarriers that inherit the 
molecular characteristics of their donor cells, including 
proteins, lipids, and nucleic acids, which can significantly 
influence their therapeutic potential in gene therapy and 
immunotherapy [32]. This cargo can exert either syner-
gistic or antagonistic effects on therapeutic outcomes. 
For instance, exosomes derived from immune cells such 
as dendritic cells may enhance immune responses by 
carrying MHC molecules and co-stimulatory signals, 
thereby boosting T-cell activation and promoting anti-
tumor immunity [33]. On the other hand, exosomes orig-
inating from tumor cells may carry immunosuppressive 
molecules like PD-L1, which can inhibit T-cell function 
and promote immune evasion, counteracting the goals of 
immunotherapy [34]. Thus, while exosomes offer great 
promise as drug delivery systems, careful consideration 
of their endogenous cargo is necessary. Strategies like 
engineering exosomes to modify or replace detrimental 
components can mitigate negative effects, enhance tar-
geting capabilities, and ultimately improve the efficacy of 
exosome-based therapies.

Fig. 3 Multiple mechanisms regulate the formation of ILVs. Reproduced from ref. 17 with permission from Springer Nature copyright 2022
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Exosome delivery strategies
Natural exosomes
Natural exosomes are extracellular vesicles produced by 
various cell types, naturally released into the extracellu-
lar environment. They are collected from biological flu-
ids (e.g., blood, urine, saliva) or cell culture supernatants 
[35]. Natural exosomes have gained significant atten-
tion as efficient drug delivery vehicles. Derived from 
various cell types, such as mesenchymal stem cells and 
immune cells, they possess a biocompatible lipid bilayer 
that facilitates effective drug encapsulation and deliv-
ery. These vesicles enable cell-to-cell communication by 
transferring bioactive molecules like proteins, lipids, and 
nucleic acids to target cells. Their small size and ability 
to cross biological barriers, including the blood-brain 
barrier, make them ideal for delivering drugs in treat-
ing conditions like brain cancer and neurodegenerative 
disorders. Furthermore, natural exosomes are favored 
over synthetic carriers due to their low immunogenic-
ity and biodegradability, minimizing the risk of immune 
rejection and toxicity in therapeutic applications. How-
ever, large-scale production and purification of natural 

exosomes present significant challenges. Standardiza-
tion of isolation techniques remains an area of ongoing 
research, with variations in yield and purity across dif-
ferent methods [36]. We have summarized the existing 
methods in Table  1. Researchers are also investigating 
ways to enhance the therapeutic efficacy of natural exo-
somes by modifying their surface properties to increase 
targeting specificity, which would allow for more precise 
drug delivery to cancer cells. These advances in natural 
exosome-based delivery systems could pave the way for 
more effective treatments in various cancers, including 
breast and lung cancers [29].

Synthetic exosomes
Synthetic exosomes are engineered to mimic the struc-
ture and functionality of natural exosomes, offering sev-
eral advantages over their natural counterparts, especially 
in the realm of targeted drug delivery. These exosomes 
are created through bioengineering techniques that allow 
for the manipulation of their surface properties, cargo 
capacity, and targeting abilities. The primary goal of syn-
thetic exosomes is to overcome the limitations associated 

Table 1 Isolation methods of natural and synthetic exosomes
Isolation Method Exosome 

Type
Yield Purity Scalability Cost effectiveness Challenges

Ultracentrifugation (UC) Natural High (de-
pending 
on sample 
size)

High, but 
can con-
tain con-
taminants 
(protein, 
lipids)

Moderate, requires spe-
cialized equipment

Moderate, initial setup 
cost is high, but opera-
tional costs are lower

Time-consuming, labor-in-
tensive, requires large sample 
volumes, risk of damaging 
exosomes

Size-exclusion Chroma-
tography (SEC)

Natural & 
Synthetic

Moderate 
to High

High Moderate, requires 
optimization for 
large-scale

High operational costs, 
especially for large 
volumes

Limited by column capacity, 
requires high purity of starting 
material

Filtration-based Meth-
ods (e.g., tangential 
flow filtration)

Natural & 
Synthetic

Moderate 
to High

Moderate Highly scalable, auto-
mation available

Moderate to High, de-
pends on system scale

Membrane clogging, need 
for optimization for large 
volumes, risk of vesicle loss

Immunoaffinity 
Capture (e.g., magnetic 
bead-based methods)

Natural & 
Synthetic

Moderate 
to High

High High, but depends on 
the antibody specificity

High, reagents and 
antibody production can 
be costly

Antibody specificity issues, 
batch-to-batch variability, po-
tential for incomplete capture

Precipitation based 
Methods (e.g., 
ExoQuick)

Natural & 
Synthetic

Moderate Low to 
Moderate

Easy to scale, simple 
protocol

Low, commercially avail-
able kits

Contamination from non-
exosomal particles, low purity

Microfluidics based 
Isolation

Natural & 
Syntheti

Moderate 
to High

High Very High, highly 
adaptable for 
automation

High initial investment in 
technology, but scalable

Requires precise control 
of fluid dynamics, high 
complexity

Polymer-based Isolation 
(e.g., ExoSpin)

Synthetic Moderate 
to High

Moderate 
to High

Moderate to High, scal-
ability can be limited 
by technology

Moderate to High, de-
pending on the polymer 
used

Potential contamination, batch 
variability, sensitivity to varia-
tions in sample composition

Density Gradient 
Centrifugation

Natural High (espe-
cially with 
optimized 
gradients)

High Moderate, requires 
large centrifugation 
equipment

High, especially at large 
scales

Time-consuming, potential 
contamination with serum 
proteins, complexity of 
protocol

Micro- or Nanoparticle-
based Isolation (e.g., 
silica nanoparticles)

Synthetic High Moderate 
to High

Moderate to High, 
adaptable for various 
sample types

Moderate, depending 
on particle costs and 
technology

Potential aggregation, incom-
plete isolation, difficulty in 
scale-up without compromis-
ing yield
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with natural exosomes, such as variability in production 
and limited therapeutic payload capacity [37]. By engi-
neering synthetic exosomes, scientists can optimize them 
to carry a wide range of therapeutic agents, including 
chemotherapeutic drugs, nucleic acids, and proteins, for 
specific delivery to diseased cells, especially cancer cells. 
The synthesis process involves several key steps:

1. Source Cell Selection: The first step in synthesizing 
exosomes is the selection of source cells, which are 
typically genetically modified to express specific 
surface markers or receptors that will enhance 
the exosomes’ targeting capabilities. For example, 
mesenchymal stem cells or tumor cells can be used 
depending on the desired application.

2. Exosome Production and Isolation: Once the 
source cells are selected, they are cultured in 
conditions that promote exosome production. The 
cells release exosomes into the culture medium, 
which is then collected. Isolation of exosomes is 
typically achieved through ultracentrifugation, size-
exclusion chromatography, or membrane filtration 
techniques to purify the exosomes and remove 
contaminants [38] (Fig. 4).

3. Surface Modification: After isolation, the surface 
of synthetic exosomes is modified to improve 
their targeting abilities. This can be achieved 
by incorporating specific ligands, peptides, or 
antibodies onto the exosome membrane. These 
surface modifications enable synthetic exosomes 
to recognize and bind to specific cells or tissues, 
such as tumor cells in cancer therapy. Exosome 
surface modification techniques have evolved 
from basic chemical methods to more advanced 
genetic and physical approaches, significantly 
enhancing their targeting capabilities, stability, 
and functionality. Chemical modifications involve 
click chemistry, bifunctional cross-linkers, and 
PEGylation to improve drug delivery efficiency. 
Genetic modifications use engineered donor 
cells to produce exosomes with specific surface 
molecules, enabling precise targeting, often seen in 
fusion protein technology. Physical methods, like 
electroporation and ultrasonication, are used to load 
drugs or molecules onto exosome surfaces. Affinity 
modifications employ aptamers or carbohydrate 
structures for targeted delivery. Cutting-edge 
techniques like bioorthogonal reactions, photo-
induced modifications, and CRISPR-based editing 

Fig. 4 Exosome Production and Isolation
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offer precise, controlled modifications of exosomes, 
promising further advancements in therapeutic 
applications, particularly in cancer treatment [39, 
40].

4. Cargo Loading: One of the key advantages of 
synthetic exosomes is their ability to carry a wide 
range of therapeutic agents. Cargo loading can 
be accomplished through Endogenous Loading 
Method or Exogenous Loading Method [41] 
(Fig. 5). In the endogenous loading method, donor 
cells are modified to produce exosomes that carry 
therapeutic agents within the cells. This approach 
includes co-incubation and transfection methods. 
In the co-incubation method, the drug is incubated 
with donor cells, and exosomes carrying the drug 
are released through ILVs. Another common 
approach is to transfect nucleic acids or proteins 
into donor cells via chemical or viral vectors, 
producing exosomes loaded with specific drugs. The 
advantages of the endogenous method lie in its high 
safety and specificity, but it is associated with low 
production efficiency and high cost. The exogenous 
loading method directly loads drugs into pre-
isolated exosomes through permeation techniques. 
Common methods include co-incubation with 
drugs, ultrasonic treatment, electroporation, 
saponin treatment, freeze-thaw, and extrusion. 
Each method has its pros and cons. For example, 
ultrasonic treatment temporarily enlarges exosome 
membrane pores to increase drug permeability, but 
it may damage the exosome structure. Co-incubation 
is simple and cost-effective but has relatively 
low loading efficiency. Electroporation has been 
extensively utilized to introduce a wide range of 
druggable molecules into extracellular vesicles 
(EVs), including nucleic acids like DNA, siRNA, and 
miRNA, as well as proteins and small molecules [12]. 
This method is reported to offer enhanced loading 
efficiency compared to other approaches. Notably, 
different methods exhibit varying encapsulation 
efficiency and drug loading capacity depending on 
the specific cargo being incorporated. For the loading 
of small molecule drugs, electroporation shows 
a wide range of efficiency (0.5–50%), indicating 
its effectiveness depends on specific conditions. 
Sonication achieves a moderate efficiency of 8–30%, 
while incubation demonstrates a broader range 
from 1 to 67%, reflecting considerable variability 
influenced by various experimental factors [42]. 
Nowadays, more and more studies have found that 
the delivery of certain anticancer drugs through 
exosomes can increase their efficacy. In Wang’s study, 
a recombinant exosome from homologous glioma 
cells (R-EXO: Recombinant Exosomes) carrying 

Temozolomide (TMZ) and dihydrotanshinone 
(DHT) was found to overcome drug resistance and 
improve lesion-targeting delivery, defined as R-exo-
TMZ/DHT (R-EXo-T/D) [43].

5. Characterization and Quality Control: After 
synthesis, synthetic exosomes undergo rigorous 
characterization to ensure they have the desired size, 
surface properties, and cargo capacity. Techniques 
like dynamic light scattering (DLS), transmission 
electron microscopy (TEM), and nanoparticle 
tracking analysis (NTA) are used to evaluate size 
distribution and morphology. Surface modifications 
are confirmed through techniques like flow 
cytometry, while the encapsulated cargo is evaluated 
using high-performance liquid chromatography 
(HPLC) or mass spectrometry.

One of the key advancements in synthetic exosome 
development is the ability to modify the exosome surface 
with targeting ligands or receptors. These modifications 
can significantly enhance the exosome’s ability to home 
in on specific tissues or tumor sites, ensuring more pre-
cise delivery of the therapeutic payload. For example, in 
breast cancer treatment, synthetic exosomes have been 
engineered to carry chemotherapeutic drugs directly to 
tumor sites, reducing systemic toxicity and improving 
the therapeutic index [44]. In another case, CRISPR/Cas9 
technology has been loaded into synthetic exosomes to 
specifically target cancerous cells for gene editing, offer-
ing a potential new approach to treating genetic disor-
ders and certain types of cancers [45].

Additionally, synthetic exosomes have demonstrated 
significant potential in overcoming one of the main 
challenges of natural exosomes: large-scale produc-
tion. Natural exosomes typically have lower yields due 
to the complexity of their isolation. For example, tradi-
tional methods like ultracentrifugation can yield around 
440.22 ± 11.71  µg/mL [46]. Synthetic exosomes, or arti-
ficial exosomes, can have significantly higher yields. The 
serial extruding method can yield up to 500-fold higher 
than natural exosomes [37]. Synthetic exosomes can be 
produced in a controlled environment with higher yields, 
making them more suitable for clinical applications. For 
instance, in pancreatic cancer, synthetic exosomes loaded 
with siRNA have been shown to effectively silence can-
cer-promoting genes, resulting in reduced tumor size. 
Additionally, synthetic exosomes have shown potential 
in targeting difficult-to-reach areas, such as the brain, 
by crossing the blood-brain barrier, which is crucial for 
treating cancers like glioblastoma [47].

Exosome-nanoparticle hybrid systems
Exosome-nanoparticle hybrid systems offer an inno-
vative strategy by combining the natural benefits of 
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exosomes with the versatility and enhanced features of 
synthetic nanoparticles (Table  2). These hybrid systems 
have been developed to address the limitations of both 
exosomes and traditional nanoparticle drug delivery 
systems. By incorporating nanoparticles into or onto 

exosomes, researchers can create a delivery platform that 
offers improved stability, targeting specificity, and pay-
load capacity [48]. The use of these hybrids has shown 
significant potential in cancer therapy, where accuracy 

Fig. 5 Extracellular vesicle (EV) loading methods for drug delivery: (A) Exogenous Loading Method: EVs are isolated separately, and the biologic drug is 
produced (steps 1–4). The EVs are then loaded with the drug, which may also be a small synthetic compound. Loading can be passive or active: passive 
loading involves (I) drug incubation with EVs, while active methods include (II) extrusion, (III) sonication, (IV) electroporation, and (V) freeze–thaw cycles. 
(B) Endogenous Loading Method: This includes (I) genetic engineering and (II) incubation. Parental cells are engineered via (i) stable transduction or (ii) 
transient transfection. Genetic engineering removes the need for separate biologic drug production and EV loading, combining these processes for ef-
ficiency. Once the cell line is established, EV production, isolation, and drug loading are integrated. Incubation involves producing the drug and adding it 
to the cell culture, similar to the exogenous approach, requiring separate phases. Reproduced from ref. 41 with permission from Elsevier copyright 2024
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and effectiveness are crucial. The synthesis process of 
exosome-nanoparticle hybrids involves several key steps:

1. Exosome Production: The initial step in creating 
an exosome-nanoparticle hybrid involves the 
production and isolation of exosomes from a suitable 
source, such as MSCs, tumor cells, or other cell types 
of interest. Exosomes are harvested using standard 
isolation techniques, such as ultracentrifugation, 
size-exclusion chromatography, or immunoaffinity 
capture methods, to ensure purity and minimize 
contamination from other vesicles or proteins [49].

2. Nanoparticle Synthesis: Simultaneously, 
the nanoparticles intended for incorporation 
are synthesized. These nanoparticles can be 
magnetic (such as iron oxide nanoparticles), 
gold nanoparticles, or other biocompatible 
materials. Depending on the desired functionality, 
nanoparticles may be engineered with specific 
surface properties or loaded with therapeutic agents 
like chemotherapeutic drugs or nucleic acids. These 
nanoparticles consist of both inorganic and organic 
elements, with each providing distinct characteristics 
that have an impact on their practical uses and 
characterization methods. Common inorganic 
components include metals like gold (AuNPs) 
and iron oxide (IONPs) nanoparticles, inorganic 
compounds such as zinc oxide (ZnO) and calcium 
phosphate (CaP) nanoparticles, as well as porous 

structures like mesoporous silica nanoparticles 
(MSNs) and metal-organic frameworks (MOFs). 
Organic components often consist of polymers, 
copolymers, lipids, dendrimers, and even isolated cell 
membranes. Additionally, carbon-based materials 
such as graphene oxide (GO), fullerene (C60), 
carbon nanotubes (CNTs), and graphene quantum 
dots (GQDs) possess properties that bridge the 
gap between inorganic and organic systems. As a 
result, while these carbon derivatives can function 
in both categories, they are often categorized 
under inorganic materials in hybrid nanosystem 
design. Together, these diverse materials enable 
the creation of a vast range of hybrid nanosystems 
aimed at addressing challenges in the biomedical 
field [50]. Nanoparticles can enhance the stability of 
exosomes and protect their cargo from degradation, 
providing controlled and sustained release 
properties [51]. Exosomes, with surface proteins 
such as tetraspanins, integrins, and glycoproteins, 
inherently possess cell-specific targeting abilities. 
By combining exosomes with nanoparticles, the 
targeting capability can be further improved through 
surface modification with ligands or antibodies. 
Moreover, exosome-nanoparticle hybrids offer 
multifunctionality, as they can carry both hydrophilic 
and hydrophobic drugs, nucleic acids (e.g., siRNA, 
mRNA), imaging agents, and therapeutic proteins, 

Table 2 Comparison of Natural exosomes, Synthetic exosomes, and Exosome-Nanoparticle Hybrid systems
Feature Natural Exosomes Synthetic Exosomes Exosome-Nanoparticle Hybrid Systems
Source Naturally secreted by cells, 

derived from biological fluids or 
cell cultures

Artificially synthesized, mimick-
ing the structure and function of 
natural exosomes

Combination of natural exosomes and nanoparticles, 
nanoparticles encapsulated in exosome membranes

Composition Lipid bilayer containing 
proteins, RNA, and other 
biomolecules

Lipid bilayer, embedded with 
specific functional components 
as needed

Nanoparticles as core, coated with exosome membrane, 
carrying drugs, RNA, or imaging agents

Targeting Ability Inherent targeting properties 
inherited from the parent cell

Requires specific ligand or marker 
modifications for targeting

Combines natural targeting abilities of exosomes with 
customizable targeting modifications of nanoparticles

Scalability Difficult to scale up production Easy to scale up production Potential for scalability but involves complex preparation
Homogeneity Highly heterogeneous High homogeneity Relatively high homogeneity, depending on control of 

nanoparticle and exosome sources
Biocompatibility High biocompatibility, low 

immunogenicity
Depends on design and com-
position, potential for immune 
responses

Retains biocompatibility of exosomes, nanoparticles may 
add stability or immune response

Cargo Control Limited to the content of parent 
cells

Full control over cargo and 
components

Flexible cargo control by combining the drug-loading prop-
erties of nanoparticles with the natural cargo of exosomes

Stability Susceptible to degradation in 
vivo

Stability can be enhanced through 
design

Nanoparticles enhance structural stability, increasing both 
in vitro and in vivo biological stability

Functional 
Diversity

Possesses diverse biological 
activities

Functionalized as needed, lacks 
natural diversity

Combines the natural biological activity of exosomes with 
customizable functions of nanoparticles, such as imaging 
and drug delivery

Challenges Difficult to achieve consistency 
and scalability

Complex engineering, potential 
immune responses

Complex preparation, requires optimization of nanoparti-
cle-exosome integration, potential immune responses and 
toxicity issues
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enabling multi-modal therapies (such as drug 
delivery and imaging) within a single system [52].

3. Hybridization: The exosome-nanoparticle 
hybridization process involves combining 
the isolated exosomes with the synthesized 
nanoparticles. This can be achieved through physical 
adsorption, where nanoparticles attach to the surface 
of the exosomes, or by incorporating nanoparticles 
into the exosome’s lipid bilayer. For more complex 
systems, nanoparticles can be encapsulated inside 
the exosome during the cargo loading process. 
The synthesis methods vary for different types of 
nanoparticles. For example, gold nanostructures can 
be synthesized using various physical, chemical, and 
biological methods, with chemical approaches being 
the most common for hybrid nanosystems [53]. The 
synthesis of gold nanostructures requires oxidized 
gold, a reducing agent, and a stabilizing surfactant 
to prevent irreversible nanoparticle aggregation. 
Changes in the identity and concentrations of these 
reagents will affect the size and morphology of the 
final nanostructure [54]. AuNPs can be synthesized 
by reducing chloroauric acid (HAuCl₄) with citric 
acid, which acts as both a stabilizing and reducing 
agent, with the gold-to-citrate ratio determining 
the size of the nanoparticles. AuNPs can also be 
produced through top-down methods like laser 
ablation, or by “green” synthesis using plant-based 
reducing agents [55]. Hollow gold nanostructures 
(AuNSs) are typically synthesized by reducing 
gold ions on the surface of cobalt nanoparticles, 
simultaneously oxidizing the core into cobalt 
oxide. Gold nanorods (AuNRs) can be created by 
incubating AuNP seeds with silver nitrate (AgNO₃), 
while other non-spherical nanostructures for hybrid 
systems are commonly synthesized via seed-growth 
methods using agents such as sodium borohydride 
(NaBH₄) with zwitterionic surfactants, acetic acid 
with AgNO₃, or dilute peptide solutions. Thus, both 
the geometry and synthesis method can be tailored 
to specific applications [56]. Liposome formation 
can be achieved through various methods. In the 
process of thin-film rehydration, lipids dissolved in 
an organic solvent or organic/aqueous emulsion are 
transformed into a film through lyophilization or 
evaporation. Subsequently, this film is rehydrated 
and converted into liposomes by means of vortexing, 
extrusion, or sonication. Other methods for 
liposome formation include solvent vaporization, 
ethanol injection, and reverse-phase evaporation [57, 
58].

4. Surface Functionalization: Once the hybrid is 
formed, further surface modifications may be applied 
to enhance targeting. For instance, tumor-targeting 

ligands or antibodies can be attached to the surface 
of the hybrid system, enabling the exosome-
nanoparticle hybrid to selectively bind to cancer cells 
while avoiding healthy tissues [59].

5. Characterization and Testing: The hybrid system 
undergoes thorough characterization to confirm that 
the nanoparticles are successfully incorporated and 
that the system has the desired size, surface charge, 
and drug-loading efficiency. Techniques such as 
TEM, DLS, and NTA are used to assess the size and 
morphology, while zeta potential measurements 
confirm surface charge. Drug release profiles are 
analyzed to ensure controlled and targeted delivery.

One of the key benefits of exosome-nanoparticle hybrids 
is their enhanced targeting ability. For example, hybrid 
systems incorporating magnetic nanoparticles allow for 
the controlled delivery of therapeutic agents to tumor 
sites through the application of external magnetic fields. 
This targeting approach has been successfully demon-
strated in liver cancer models, where magnetic exo-
some-nanoparticle hybrids have shown improved drug 
accumulation at tumor sites, reducing off-target effects 
and increasing the therapeutic efficacy of chemothera-
peutic drug [60]. Similarly, in breast cancer, exosome-
nanoparticle hybrids have been engineered to carry 
doxorubicin, a commonly used chemotherapy drug. The 
hybrid system guarantees the targeted delivery of drugs 
to tumor cells, minimizing the damage to healthy tissue 
and improving patient results [61].

The fusion of exosomes with nanoparticles also allows 
for the incorporation of a wider range of therapeutic 
agents, including large and complex molecules such as 
DNA, RNA, and proteins. This is particularly important 
in gene therapy applications, where the hybrid systems 
can protect sensitive nucleic acids from degradation 
and ensure their delivery to target cells [62]. In a study 
focused on pancreatic cancer, hybrid exosomes loaded 
with the chemotherapeutic drug dasatinib showed 
enhanced uptake by tumor cells and greater inhibition 
of tumor growth compared to traditional drug delivery 
systems [38]. These findings underscore the potential 
of hybrid systems to improve the pharmacokinetics and 
biodistribution of therapeutic agents, making them more 
effective in treating aggressive cancers.

Furthermore, hybrid systems offer the advantage of 
combining different therapeutic strategies within a 
single platform. For instance, in GB, hybrid exosomes 
incorporating both magnetic nanoparticles and che-
motherapeutic drugs have been used to simultaneously 
target tumor cells and enhance the penetration of drugs 
into the brain. This multi-functional approach not only 
improves the delivery of drugs to hard-to-reach areas 
but also enhances the overall therapeutic effect, offering 
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new hope for patients with otherwise difficult-to-treat 
cancers.

The choice between exosomes alone and hybrid nano-
systems will depend on the specific therapeutic goals, 
scalability requirements, and cost considerations. If 
the goal is to leverage the natural biocompatibility, low 
immunogenicity, and ability to carry a wide variety of 
cargo, exosomes alone may be preferred for specific, per-
sonalized, or precision therapies. Such as using in treat-
ing Duchenne muscular dystrophy by leveraging the 
natural regenerative properties of cardiosphere-derived 
exosomes [63]. However, scaling exosome production 
and improving the consistency of cargo loading remain 
significant challenges. If the focus is on improving scal-
ability, production efficiency, and the ability to better 
control cargo loading and release, hybrid nanosystems 
may be the best route forward. By combining the bio-
logical benefits of exosomes with the versatility and scal-
ability of synthetic nanoparticles, hybrid systems could 
potentially overcome many of the current limitations 
of exosome-based therapies. These systems could also 
offer synergistic effects, such as improved targeting and 
enhanced drug delivery efficiency [64]. In the long term, 
hybrid nanosystems may offer a more practical and scal-
able solution for therapeutic applications, particularly 
when considering the need for mass production, cost-
effectiveness, and control over the therapeutic outcome. 
However, careful consideration must be given to the 
selection of materials, potential immunogenicity, and the 
complexity of formulation to ensure that hybrid systems 
can be effectively translated into clinical use.

To address the yield and scalability issues, the next 
major step should be the development of high-yield, 
automated production systems. Bioreactor-based systems 
that can cultivate cells at a large scale and enhance exo-
some production need to be optimized. Recent advances 
in 3D cell culture and microfluidic devices are promising 
as they allow for more controlled and efficient exosome 
secretion. These systems can potentially improve the 
consistency of exosome production and make the process 
more scalable [65, 66]. Moreover, automation of exosome 
isolation using systems like microfluidics or centrifugal 
filtration could increase efficiency and reduce labor costs. 
Technologies that minimize handling time and reduce 
manual interventions would also help mitigate batch-
to-batch variability [67]. Genetic engineering of cells to 
enhance exosome production is an exciting avenue for 
overcoming yield limitations. Techniques like CRISPR/
Cas9 and viral transfection can be used to modify the 
donor cells to increase exosome secretion, modify the 
cargo content, or target specific molecules to improve 
therapeutic efficacy. For example, engineering cells to 
produce exosomes that are enriched in specific miR-
NAs, proteins, or therapeutic RNA could allow for more 

effective treatments [68]. Additionally, using induced 
pluripotent stem cells (iPSCs) or immortalized cell lines 
as consistent, scalable sources of exosomes could help 
overcome the limitations posed by primary cells, which 
often have variable production rates and require exten-
sive maintenance [69].

Applications in cancer therapy
Respiratory system
Lung cancer is the most common and deadliest malig-
nant tumor of the respiratory system, holding a cen-
tral role among respiratory tract cancers. It ranks first 
globally in terms of both incidence and mortality. Lung 
cancer is primarily divided into non-small cell lung can-
cer (NSCLC) and small cell lung cancer (SCLC), with 
NSCLC accounting for about 85% of cases. Due to its 
high prevalence and poor prognosis, lung cancer is one of 
the most difficult challenges in respiratory oncology [70]. 
Lung cancer development and progression is a complex, 
multi-step process involving genetic and environmen-
tal factors, as well as changes in intracellular molecular 
pathways [71].

In lung cancer treatment, traditional chemotherapy 
drugs like paclitaxel are commonly used for their abil-
ity to stabilize microtubules, stopping mitosis and kill-
ing cancer cells. However, paclitaxel’s lack of selectivity 
can also harm healthy cells, particularly in the liver and 
kidneys. This non-specificity often results in severe sys-
temic toxicity with side effects such as nausea, hair loss, 
immunosuppression, neurotoxicity, and liver dysfunc-
tion, complicating treatment and limiting tolerable dos-
ages. To overcome these challenges, recent studies have 
explored using exosomes as drug carriers. Due to their 
robust structure and distinctive penetration mechanism, 
exosomes are regarded as promising drug delivery vehi-
cles capable of transporting proteins, DNA, RNA, and 
various pharmaceutical agents [72]. Research has shown 
that loading paclitaxel into exosomes not only signifi-
cantly reduces off-target toxicity but also enhances the 
drug concentration in cancer cells, thereby improving 
therapeutic efficacy. Moreover, exosome-loaded pacli-
taxel (ExoPAC), delivered through either oral or intrave-
nous routes, has been shown to increase bioavailability 
and tumor specificity [73]. Notably, a functionalized exo-
some system, FA-ExoPAC, which targets folate receptors 
(FRα) overexpressed in cancer cells like lung tumors, has 
demonstrated impressive results. In animal models, oral 
FA-ExoPAC achieved a tumor inhibition rate of 55%, 
while intravenous administration of FA-ExoPAC sur-
passed the efficacy of Abraxane (albumin-bound pacli-
taxel), which is FDA-approved for similar use. Compared 
to traditional intravenous paclitaxel, exosome-loaded 
paclitaxel not only improves drug delivery efficiency 
but also significantly reduces toxicity [74]. Studies have 
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shown that animals treated with exosome-loaded pacli-
taxel experienced no significant immunosuppression or 
systemic toxicity, with liver and kidney function remain-
ing unaffected. This marks a stark contrast to the adverse 
effects typically observed with conventional paclitaxel 
treatments, highlighting the potential of exosome-based 
drug delivery systems for safer and more effective cancer 
therapies [75] (Fig. 6).

Exosomes hold significant promise in enhancing the 
effectiveness of radiotherapy, particularly in overcoming 
radioresistance, which poses a major challenge in lung 
cancer treatment. Research has shown that Exo-associ-
ated miRNAs can reduce radioresistance. For instance, 
Exo-miR-26b-5p has been found to suppress ATF2 
expression in lung tissues, thereby increasing radiosensi-
tivity and promoting apoptosis in cancer cells [76]. Addi-
tionally, Exo-miR30a has the ability to suppress ATF1 
expression and disrupt the ATM pathway, which plays a 
essential role in recognizing the DNA damage response 

(DDR). By doing so, Exo-miR30a impairs DNA strand 
repair and induces apoptosis in tumor cells. Furthermore, 
the upregulation of Exo-miR-208a and Exo-miR-1246 in 
tumor cells has been shown to enhance their sensitiv-
ity to radiotherapy [77–79]. Exosomes can also diminish 
radioresistance by stimulating the production of reactive 
oxygen species (ROS), which effectively destroy tumor 
cells during radiation therapy [80].

Exosomes hold promise as potential agents for immu-
notherapy. They have been utilized to deliver signals, 
like MHC class I/peptide complexes, to immune cells 
like undeveloped dendritic cells (DCs). This leads to the 
activation of CD8+ T-cells, which in turn enhances the 
immune reaction, facilitates the elimination of tumor 
cells, and induces the formation of memory T-cells [81]. 
In exosome-based lung cancer immunotherapy, cell-free 
vaccines are a key research focus due to their ability to 
induce lasting and specific immunity that targets and kills 
cancer cells. Exosomes from dendritic cells can act as a 

Fig. 6 sEVs in anti-cancer therapy. Depleting tumor-derived exosomes (TDEs) through methods like inhibiting their production, filtering them from 
circulation, or blocking their interaction with cells could disrupt neoplastic progression. sEVs also serve as effective drug delivery vectors. With enhanced 
permeability and retention (EPR) effects, the ability to traverse biological barriers, and reduced immunogenicity, sEVs can efficiently deliver anticancer 
medications to target cells for both single therapy and combination therapy. Reproduced from ref. 75 with permission from Elsevier copyright 2021
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nanovaccine platform by delivering patient-specific neo-
antigens to lymph nodes, activating antigen-presenting 
cells. This process enables T and B cells to recognize and 
attack tumor cells, triggering a broad-spectrum immune 
response. Research has shown that this exosome-based 
nanovaccine can effectively inhibit tumor growth, while 
enhancing tumor-specific immune memory to delay 
tumor recurrence and metastasis [82]. Gustave Roussy 
and Curie institutes have developed an immunotherapy 
involving metronomic cyclophosphamide (mCTX) fol-
lowed by vaccinations with tumor antigen-loaded den-
dritic cell-derived exosomes (Dex). A Phase II study 
evaluated the efficacy of Dex vaccines combined with 
mCTX for the treatment of NSCLC. The results dem-
onstrated that the Dex vaccine effectively activated 
NK cells, thereby enhancing the anti-tumor immune 
response (NCT01159288) [83]. The core mechanism lies 
in the exosomes’ ability to efficiently transport antigens 
and sustain antigen presentation, thereby strengthening 
the immune system’s targeted response against tumors. 
Additionally, studies have shown that plant-derived 
nanovesicles can transfer mitochondrial DNA to tumor-
associated macrophages, activating the cGAS-STING 
pathway. This reprograms macrophages and boosts anti-
tumor immune responses. In lung cancer models, this 
mechanism not only suppresses tumor growth but also 
significantly enhances the efficacy of PD-L1 inhibitors 
[84]. Furthermore, encapsulating IL-12 mRNA in exo-
somes for inhalable delivery allows for targeted treat-
ment of lung cancer cells while minimizing systemic side 
effects. The expression of IL-12 activates immune cells 
within the tumor microenvironment, strengthening the 
anti-tumor immune response and fostering long-lasting 
tumor-specific immune memory [85].

Combining chemotherapy with immunotherapy has 
been used in lung cancer treatment [86]. Olejarz et al. 
showed that combining exosomes loaded with anti-
angiogenic chemotherapeutics and PD-1/PD-L1 inhibi-
tors can substantially reduce treatment resistance [87]. 
Gene therapy provides an alternative strategy to address 
therapy resistance. Medicinal RNAs and chemother-
apy drugs enclosed in exosomes have shown promising 
tumor-suppressing effects. For example, exosomes car-
rying Doxorubicin (Dox) and miR-21 inhibitors have 
been found to significantly reduce tumor volume [88]. 
The combination of radiotherapy and immunotherapy 
can also be facilitated using exosomes. Upon exposure to 
8 Gy irradiation, lung cancer cells were found to overex-
press CDCP1, an ideal tumor-associated antigen (TAA). 
Exosomes can then deliver these overexpressed TAAs 
to DCs, promoting the aggregation, infiltration, and 
activation of CD4+ and CD8+ T cells to enhance tumor 
destruction. In summary, compared to monotherapy, 

combination cancer therapies offer improved treatment 
outcomes [89, 90].

Exosomes, as natural nanocarriers, demonstrate great 
potential in lung cancer therapy. However, they also face 
several unique challenges, primarily arising from the dis-
tinctive biological characteristics of lung cancer and the 
tumor microenvironment (TME). One unique challenge 
in lung cancer treatment is the physiological barriers 
of the lungs, especially in the context of the highly gas-
exchange environment, which complicates drug delivery. 
Lung tissue exhibits high biological barrier properties, 
particularly around tumor tissues, where the blood-air 
barrier (BAB) and blood-lung barrier (BLB) hinder the 
effective delivery of exosomes to the tumor site. In lung 
cancer, small blood vessels, pronounced ventilation-per-
fusion mismatches, and high airflow in the airways fur-
ther impede exosome penetration. Compared to other 
tissues, the physiological environment of the lungs may 
lead to rapid clearance or misdirection of exosomes 
before they reach the tumor site, thereby reducing their 
therapeutic efficacy [91]. TME of lung cancer exhibits 
strong immune evasion characteristics. Common fea-
tures of the immunosuppressive environment in lung 
cancer include tumor-infiltrating immunosuppressive 
cells, such as regulatory T cells and myeloid-derived sup-
pressor cells, as well as the overexpression of immune 
checkpoint molecules like PD-1/PD-L1. Additionally, 
TAMs exert inhibitory effects on immune cells. Although 
exosomes hold potential in immune modulation, they 
face significant challenges within the immunosuppressive 
environment of lung cancer. For instance, exosomes may 
be phagocytosed by immunosuppressive cells or rejected 
via the PD-1/PD-L1 pathway, reducing their activity and 
targeting efficacy at the tumor site. The immune eva-
sion mechanisms of lung cancer complicate the use of 
exosomes as vectors for immunotherapy [92, 93]. To 
overcome the unique challenges in applying exosomes 
for lung cancer treatment, modifications can be made to 
the surface of exosomes to enhance their affinity for lung 
cancer-specific receptors (e.g., EGFR, PDGFR, VEGFR) 
or tumor markers (e.g., KRAS mutations, p53 mutations). 
For instance, the surface of exosomes can be decorated 
with anti-EGFR monoclonal antibodies or specific pep-
tides to improve targeting, thereby facilitating their local-
ization and entry into lung cancer cells [94]. Additionally, 
to enhance the ability of exosomes to traverse pulmonary 
barriers, certain chemical agents that promote mem-
brane fusion or gene engineering techniques can be used. 
Tumor-targeting peptides, such as iRGD, have demon-
strated an ability to increase the penetration of exosomes 
into tumor tissue [95]. Furthermore, exosomes can be 
employed as carriers for immune-modulatory molecules 
to counteract immune evasion mechanisms in lung can-
cer. By delivering immune checkpoint inhibitors (e.g., 
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anti-PD-1, anti-PD-L1 antibodies) or cytokines (e.g., 
IL-2, IFN-γ), exosomes can boost immune cell responses 
against tumors. They can also effectively modulate the 
tumor microenvironment, activate T cells, inhibit Tregs, 
and reduce the accumulation of MDSCs [96].

Digestive system
Gastric cancer (GC) is the fifth most common cancer 
and the third leading cause of cancer-associated deaths 
worldwide [97–99]. Although there have been con-
siderable advances in surgical techniques, endoscopic 
procedures, chemotherapy, radiotherapy, and targeted 
therapies, the prognosis for patients with advanced GC 
remains poor, placing a heavy burden on both families 
and society. Therefore, it is urgent to find more effective 
treatment methods [100]. Exosomes, as an innovative 
drug delivery system, are utilized to transport biomol-
ecules and chemotherapy agents in cancer treatment. 
MSCs can enclose and transport paclitaxel to target cells 
via exosomes, exhibiting significant anticancer effects 
[101]. Exosomes act as nanoparticles to transport anti-
miR-214, effectively reversing GC’s resistance to cispla-
tin. This approach shows promise as an alternative for 
treating cisplatin-refractory GC [102].

Cisplatin is among the highly potent and commonly 
used chemotherapy treatments for advanced GC. Exo-
somes derived from cisplatin-refractory GC cells carry 
miR-500a-3p, targeting FBXW7 in both in vitro and in 
vivo models, thereby boosting cisplatin tolerance and 
promoting the stem-like properties of GC cells [103]. 
However, certain studies have indicated that external 
anti-214 can overcome cisplatin tolerance in GC cells and 
inhibit tumor progression. Exosome-released miR-107 
substantially enhances the sensitivity of chemotherapy-
resistant GC cells by targeting the HMGA2/mTOR/P-
gp pathway [104]. Exosomes from macrophages can act 
as vehicles to transport miR-21 inhibitors to GC cells, 
promoting cell migration while preventing apoptosis. In 
comparison to traditional transfection techniques, exo-
some-based delivery of miR-21 inhibitors exhibits stron-
ger inhibitory effects and lower cytotoxicity, emphasizing 
the promise of miR-21 and exosomes as therapeutic tools 
for gastric GC [105]. Since exosomes can carry tumor 
antigens to activate CTLs, they hold promise for use in 
cancer immune therapy. Exosomes from tumor cells 
could serve as a new type of cancer vaccine. Heat-treated 
malignant ascites-derived exosomes have demonstrated 
the ability to promote DC maturation and trigger a 
tumor-targeted CTL response, suggesting that heat stress 
can boost the immunogenicity of malignant ascites exo-
somes in patients with GC [106]. Nevertheless, tumor-
derived exosomes (TDEs) contain various oncogenes 
that can drive tumor growth, making TDE-based vaccine 
safety uncertain. DC vaccines can be quickly targeted 

and destroyed by antigen-specific CTLs. In contrast, exo-
somes from DCs display both MHC-I and MHC-II mol-
ecules, boosting T-cell mediated immune response and 
tumor elimination. Due to their longer lifespan than DC 
vaccines, DC-derived exosomal vaccines are being con-
sidered as a potential alternative to traditional DC vac-
cines [107].

In 2020, approximately 906,000 people globally were 
diagnosed with liver cancer, most commonly hepato-
cellular carcinoma (HCC). HCC is the third most com-
mon cause of cancer deaths worldwide, with a five-year 
survival rate of only about 18% [108]. The primary treat-
ments for HCC consist of surgery, liver transplantation, 
localized radiation or chemotherapy, and combination 
therapies [109]. HCC has a subtle onset and lack of early 
markers, and current treatments like RFA, TACE and 
sorafenib have limitations [110]. Thus, identifying early 
diagnostic indicators for HCC and addressing issues such 
as treatment resistance and disease relapse are urgent 
priorities in medical practice. The growth and advance-
ment of HCC involve highly complex pathological pro-
cesses, with the underlying molecular mechanisms still 
not fully understood. Numerous preclinical and medical 
studies have demonstrated that virus-induced infections, 
as well as alcohol-related and non-alcohol liver damage, 
are major contributors to HCC, though its precise dis-
ease mechanism remains unclear [111]. In recent times, 
both in lab and in living organisms’ studies have revealed 
that exosomes might play an essential role in the initia-
tion, progression, diagnosis, and treatment of HCC [112]. 
This could offer a new approach for treating HCC.

Drug unresponsiveness or tolerance to different che-
motherapy drugs is a major challenge in HCC treatment. 
Sorafenib, a primary targeted therapy for HCC, has been 
demonstrated in numerous clinical trials to effectively 
extend patient survival with advanced stages of the dis-
ease. However, many patients develop resistance to 
sorafenib, with studies suggesting that exosome-mediated 
suppression of apoptotic signaling and the promotion of 
epithelial-mesenchymal transition (EMT) play a role in 
this treatment resistance [113]. Zhen et al. discovered 
that exosomes released by HCC cells with high resistance 
activate the hepatocyte growth factor (HGF)/c-MET/Akt 
pathway, thereby reducing sorafenib-triggered apoptosis 
[114]. Takahashi et al. discovered that drug therapy could 
increase exosomal linc-RoR levels in HCC cells, which 
inhibits p53 level and diminishes sorafenib-triggered 
apoptosis [115]. Upon sorafenib treatment, exosomal 
linc-VLDLR levels in HCC cells increase. This linc-
VLDLR is subsequently transferred to neighboring cells 
through exosomes. After being absorbed by target cells, 
linc-VLDLR causes drug resistance by increasing ATP-
binding cassette sub-family G member 2 (ABC-G2) [116].
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One of the key mechanisms behind multidrug resis-
tance (MDR) in tumor cells is their ability to actively 
expel anticancer drugs from the cells. In HCC cells exhib-
iting MDR, the expression of P-glycoprotein-1 (Pgp-1/
ABC-B1) is increased, contributing to the development 
of drug resistance [117]. In vitro and in vivo studies have 
indicated that exosomes, functioning as drug carriers, 
are capable of bypassing the Pgp-1-mediated efflux sys-
tem and effectively delivering drugs to tumor cells. This 
advantage is associated with the distinctive uptake mech-
anisms of exosomes [118]. The effectiveness of exoDOX, 
exosomes loaded with doxorubicin, is comparable to 
doxorubicin treatment alone, but exoDOX significantly 
reduces the cardiotoxicity typically associated with doxo-
rubicin [119]. This suggests that exosomes, as drug car-
riers, exhibit a degree of targeting capability. Connexin 
protein Cx43 (connexin 43) may play a role in facilitating 
this targeting capability [114]. Rivoltini et al. used lenti-
viral transfection to introduce exogenous rhTRAIL into 
K562 cells. The exosomal rhTRAIL from these cells suc-
cessfully triggered apoptosis in various malignant tumor 
cells, including HCC, in both in vivo and in vitro studies, 
without notable toxicity to normal cells [120]. Liang et 
al. used electroporation to introduce miR-26a into exo-
somes derived from kidney cancer cells. The exosomes 
were efficiently absorbed by HepG2 cells, resulting in 
the downregulation of Cyclin D2, Cyclin E2, and CDK6. 
This, in turn, induced cell cycle arrest in HCC cells, 
inhibiting their proliferation and metastasis [121]. Adi-
pose tissue-derived mesenchymal stem cells (AMSCs) 
expressing miR-122 can increase HCC drug sensitivity 
by delivering exosomal miR-122 to HCC cells, leading 
to G0/G1 cell cycle arrest and apoptosis [122]. Further-
more, When Huh7 cells with increased miR-122 are co-
cultivated with HepG2 cells with low miR-122 levels, the 
exosomal transfer of miR-122 between the cell lines sig-
nificantly raises miR-122 in HepG2 cells. This effectively 
inhibits the growth rate and aggressiveness of HepG2 
cells [123]. Studies indicate that IGF-1R could be a tar-
get of exosomal miR-122, affecting HCC drug sensitivity 
by modulating IGF-1R levels [124]. Wang et al. enhanced 
within-tumor levels of miR-335-5p by directly inject-
ing small amounts of miR-335-5p-loaded exosomes, 
which exhibit anti-tumor effects. This approach effec-
tively halted tumor growth by downregulating thrombo-
spondin 1 and G-protein signaling 19 expressions [125]. 
Zhang et al. administered exosomes carrying miR-320a 
to rats through tail vein injection, effectively inhibiting 
HCC growth and spread by downregulating pre-B-cell 
leukemia homeobox 3 in the rats [126]. Thus, both intra-
tumoral and intravenous (i.v.) injection are effective path-
ways for exosome-based drug delivery, offering a solid 
conceptual foundation for future medical applications.

While exosomes can help HCC cells evade immune 
system monitoring, they also possess strong immu-
nogenicity and can trigger immune reactions. As an 
immune-stimulating substance, exosomes demonstrate a 
significantly stronger immune activation effect compared 
to cell lysates [127]. For instance, the plentiful AFP in 
exosomes derived from HCC cells cultured in vitro can 
enhance antigen presentation capability of DCs, activate 
CD8+ T cell growth, modulate cytokine secretion (by 
decreasing IL-10 and TGF-β while elevating IFN-γ and 
IL-2), and promote immune-triggered apoptosis [128]. 
Comparable outcomes have been noted in in vivo stud-
ies. For instance, injecting AFP-containing exosomes 
derived from DC cells (DEXAFP) into mice with primary 
HCC triggered a robust targeted immune reaction, pro-
moted the accumulation of CD8+ T cells in tumors, and 
diminished the tumor expansion speed [129]. Injecting 
exosomes from fat-derived mesenchymal stem cells into 
HCC mice through the tail vein improved the natural 
killer (NK) cells’ ability to inhibit tumor expansion [130]. 
The liver’s immune-tolerant nature poses challenges for 
HCC immune therapy. However, exosomes can evade 
the liver’s immune-suppressive environment, showcasing 
significant advantages in this context [131]. Chemother-
apy drugs can cause HCC cells to release exosomes with 
heat shock proteins (HSPs), including HSP60, HSP70, 
and HSP90, which stimulate human NK cell cytotoxicity, 
resulting in anti-tumor effects. Even in the presence of 
drug-resistant agents, such as carboplatin and irinotecan 
hydrochloride, HCC cells can still release HSP-containing 
exosomes. These exosomes increase the level of proteins 
like CD69, NKG2D, and NKp44 in NK cells, while down-
regulating the suppressive receptor CD94. Additionally, 
they increase granzyme B production, thereby enhancing 
the cytotoxic response of NK cells [132]. Therefore, these 
drug-induced exosomes hold potential as a novel HCC 
treatment vaccine.

Pancreatic cancer ranks as the sixth deadliest cancer 
worldwide, according to statistics. The most prevalent 
form of the disease is pancreatic ductal adenocarcinoma 
(PDAC) [133]. PDAC is notoriously challenging to treat, 
with a five-year survival rate of less than 10% [134]. 
Therefore, new therapies in PDAC are urgently [135]. 
While liposomal nanoparticles (LNPs) are widely used, 
they are ineffective for treating solid tumors due to poor 
tissue penetration and inability to cross physiological 
barriers. In contrast, viral vectors transport efficiently 
but are strongly immunogenic [136, 137].

EVs are promising options for gene transfer due to their 
low immune response and cell toxicity, as well as their 
ability to cross physiological barriers [31]. Chiang CL et 
al. present readily expandable, dual-targeted therapeu-
tic extracellular vesicles (dtEVs) loaded with large copy 
quantities of TP53 mRNA or siKRASG12D, capable of 
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effectively suppressing substantial solid PDAC tumors. 
Their dtEVs are engineered with a CD64(Fc-gamma 
receptor 1) protein on their surface, modified at the 
N-terminus with a CKAAKNK (CK) tissue-homing pep-
tide, specifically designed to target pancreatic tumor tis-
sue [138]. This engineered protein, CD64CK, functions as 
a general anchor that binds with high affinity to any clini-
cally available therapeutic humanized monoclonal anti-
bodies (hmAb), forming an additional targeting ligand on 
the EV outer layer. They utilize humanized anti-receptor 
tyrosine kinase-like orphan receptor 1 (αROR1, clone: 
2A2) antibodies as the additional ligand, specifically 
targeting ROR1 receptors, which are typically found on 
tumors but absent in normal tissues [139, 140]. Plasmid 
DNAs encoding the CD64CK protein and either TP53 
mRNA or siKRASG12D are sequentially introduced into 
mouse embryonic fibroblast (MEF) cells or human bone 
marrow stem cells (hBMSCs) using Transwell®-based 
asymmetric cell electroporation (TACE). This method 
using Transwell® inserts for sequential delivery of plas-
mid DNA leads to EVs secretion, and their combination 
with Gemcitabine effectively inhibits tumors and spreads 
in mice, prolonging survival by inducing multiple effects. 
This study showcases an easy, cost-effective method for 
producing plentiful targeted EVs loaded with high levels 
of genetic cargo, demonstrating their potential for effec-
tively treating advanced cancers in animal models [141].

Researchers developed an exosome-based dual deliv-
ery system to enhance immunotherapy for PDAC. This 
system utilizes bone marrow MSC-derived exosomes to 
carry oxaliplatin (OXA) and galectin-9 siRNA, inducing 
immunogenic cell death (ICD) in tumor cells and revers-
ing the immunosuppressive tumor microenvironment. 
Experimental results showed that this dual delivery sys-
tem not only significantly improved drug tumor-target-
ing and cellular uptake efficiency but also enhanced the 
anti-tumor immune reaction, suppressed tumor growth, 
and extended the survival of mice, demonstrating its 
great promise in the treatment of PDAC [142]. In addi-
tion, the first clinical-grade exosomes derived from 
MSCs, loaded with siRNA targeting the KrasG12D muta-
tion, were introduced as a potential therapeutic approach 
for PDAC in animal models. These engineered exosomes 
effectively targeted the KrasG12D mutation in PDAC cells 
in vivo, demonstrating a notable improvement in over-
all survival without causing toxicity. Furthermore, this 
innovative strategy has progressed to a Phase I clinical 
trial for PDAC patients harboring the KrasG12D mutation 
(NCT03608631) [143].

Based on recent cancer data, colorectal cancer (CRC)
ranks third most common and the second deadliest can-
cer globally. Despite progress in surgical methods and the 
extensive use of supplementary chemotherapy, the mean 
five-year survival rate for CRC patients remains around 

65%. Nonetheless, the prognosis still poor for patients 
with advanced metastases or unresectable tumors, with 
a five-year survival rate as low as 15% [144]. 5-FU-based 
chemotherapeutic treatment is a crucial component in 
treating CRC. However, its therapeutic efficacy is sig-
nificantly compromised by multidrug resistance (MDR) 
that can develop with prolonged administration of 5-FU. 
Several mechanisms contribute to cancer cell resistance 
to chemotherapy drugs and studies on miRNAs’ role 
in this resistance have revealed various findings and 
demonstrated possible countermeasures [145]. Hence, 
researchers hypothesize that the co-administration of 
MDR-reversing miRNAs and anticancer drugs will be a 
potential approach to get over MDR in cancer chemo-
therapy [146, 147]. Nonetheless, a secure and effective 
targeted transport system is crucial for effective CRC 
treatment.

Herein, Gaofeng Liang et al. created a method to gen-
erate targeted exosomes for co- transport of a miR-21 
inhibitor (miR-21i) and anticancer agents into 5-FU-
resistant HCT-116 (HCT-1165FR) cells, a colorectal can-
cer cell line with high miR-21 expression. To enhance 
the targeting ability of exosomes, they utilized Her2—a 
membrane protein widely participating in tumor growth 
and inhibition—as a specific tumor-homing polypep-
tide for targeting tumor cells. To efficiently direct the 
exosomes to HCT-1165FR cells, they fused Her2 with 
LAMP2, which allowed the Her2-LAMP2 fusion protein 
to be displayed on the exosome surface, thereby facilitat-
ing targeted uptake via EGFR receptor- driven endocyto-
sis in HCT-116 cells. Engineered 293T cells were used to 
produce target-specific exosomes in large quantity. Drug 
packaging involved mixing 5-FU with the exosomes via 
electroporation, followed by co-incubation with miR-21i 
to form the co-delivery system (target-Her2-LAMP2-
GFP, THLG-Exo/5-FU/miR-21i, as depicted in Fig.  7). 
These engineered exosomes (THLG-Exo) were subse-
quently assessed for their targeting capability and treat-
ment effects, both in vitro and in vivo. The engineered 
exosomes caused cell cycle halt, enhanced apoptosis, and 
inhibited cancer cells proliferation more effectively com-
pared to the single-agent therapy with either miR-21i or 
5-FU alone. Overall, the co-delivery of miR-21i and 5-FU 
using the engineered THLG-Exo resulted in a synergistic 
effect that effectively reversed drug resistance in colorec-
tal cancer cells. The combination therapy significantly 
enhanced cytotoxicity in the drug-resistant cells com-
pared to either agent used alone. These findings suggest 
that this exosome-based delivery system holds substan-
tial potential for enhancing the efficacy of conventional 
chemotherapy, particularly in drug-resistant cancers 
[148]. Moreover, it has been demonstrated that curcumin 
can interfere with colon carcinogenesis in multiple chem-
ical and genetic rodent models. And, it has been revealed 
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that curcumin has a potent inhibitory impact on the 
growth of colon cancer cell lines. James Graham Brown 
Cancer Center initiated a phase I clinical trials to test 
the therapeutic effect of plant exosomes on colon cancer 
(NCT01294072) [149].

The first unique challenge faced by digestive system 
tumors is the physiological barrier of the gastrointesti-
nal tract, particularly the presence of gastric acid, diges-
tive enzymes, and the intestinal barrier. These factors 
not only affect the stability of exosomes but also limit 
their bioavailability in the gut. In this environment, exo-
somes must be able to withstand harsh conditions such 
as gastric acid and pancreatic enzymes to avoid degrada-
tion before reaching the tumor target [150]. Addition-
ally, digestive system tumors often exhibit a distinct gut 
immune microenvironment, where TAMs, Tregs, and 
MDSCs play a critical role in immune evasion within the 
gut [151]. The gut microbiota also significantly impacts 
tumor immune escape, adding complexity to the immune 
modulation required for digestive system tumor treat-
ments. Moreover, digestive system cancers, especially 
colorectal and pancreatic cancers, often display resis-
tance to chemotherapy and targeted therapies. This resis-
tance may arise from tumor heterogeneity, resistance 
genes (such as KRAS mutations, PI3K/Akt/mTOR path-
way activation), and the hypoxic, acidic tumor microen-
vironment, as well as the presence of drug efflux pumps 
[152, 153]. Furthermore, digestive system tumors are 
typically characterized by abundant blood supply and a 
complex tumor microenvironment, where low oxygen 

levels, acidic conditions, and stromal factors hinder the 
penetration of exosomes into the tumor, further com-
plicating treatment [154]. To address the challenges in 
applying exosomes for digestive system tumors, several 
strategies can be employed. First, gastrointestinal stabi-
lization can be achieved by encapsulating exosomes or 
combining them with acid- and enzyme-resistant materi-
als [such as polyethylene glycol or gastrointestinal agents] 
to enhance their stability and transport efficiency in the 
digestive tract. Additionally, to improve targeted delivery, 
exosomes can be surface-modified with specific receptors 
that target gastrointestinal epithelial cells or use mol-
ecules that promote cellular uptake [151]. Furthermore, 
to enhance the effectiveness of immunotherapy, exo-
somes can be combined with immune cells, such as den-
dritic cells or T cells. This approach can boost immune 
cell recognition and cytotoxicity against digestive system 
tumors, thereby improving therapeutic outcomes [155].

Cardiovascular system
Chronic Myelogenous Leukemia (CML) is a type of 
myeloproliferative neoplasm marked through the recip-
rocal translocation t[9;22][q34;q11] [156]. A signifi-
cant shift in CML treatment occurred during the early 
1990s following the identification of Imatinib mesylate 
(IM), which became the primary therapy for patients 
because of its targeted inhibition of Bcr-Abl protein tyro-
sine kinase activity. The targeted therapy has increased 
the ten-year survival rate of patients from around 20% 
to 80–90% [157]. For patients who do not respond to 

Fig. 7 Engineered exosomes based nanocarrier for 5-FU and miR-21i simultaneously deliver to HCT-1165FR human colon cancer cells for enhancing 
chemotherapy efficacy. Reproduced from ref. 148 with permission from Springer Nature copyright 2020
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standard treatment, several second-generation (dasatinib 
and nilotinib) and third-generation [bosutinib and pona-
tinib] tyrosine kinase inhibitors (TKIs) have been created 
in recent decades and are currently widely utilized in 
CML therapy [158].

Although TKIs have proven highly effective in the 
treatment of CML, the emergence of drug resistance lim-
its their treatment promise. This challenge is additionally 
exacerbated by the requirement for increased dosages, 
which can lead to prolonged side effects, including car-
diac toxicity, disrupted bone and mineral metabolism, 
and hypothyroidism [159, 160].Developed resistance can 
arise from various mechanisms, such as Bcr-Abl pro-
tein overexpression or mutations within the BCR-ABL 
gene that reduce Imatinib attachment [161]. Nucleic 
acid inhibitors targeting gene expression, such as RNA 
interference (RNAi), have been suggested as a strategy to 
target neoplastic cells for treating CML [162, 163]. How-
ever, the application of RNA-centered therapies has been 
limited due to insufficiently effective transport methods 
[164]. An optimal therapeutic conveyance system ought 
to effectively target specific cell types, thereby enhancing 
therapeutic efficacy while minimizing toxicity. Among 
transport systems, liposomes—artificial vesicles com-
posed of a lipid bilayer—are the most extensively studied, 
particularly for their applications in cancer therapy [165].

Phatsapong Yingchoncharoen et al. developed engi-
neered exosomes for targeted delivery of Imatinib or 
BCR-ABL siRNA to CML cells, aiming to get over drug 
tolerance. The interleukin-3 receptor (IL3-R) is known 
to be excessively expressed in CML and acute myeloid 
leukemia (AML) blasts, while it shows minimal or no 
expression in normal hematopoietic stem cells, indicating 
that IL3-R could be a potential receptor site for an exo-
some-based drug delivery system to suppress BCR-ABL. 
They demonstrate that engineered exosomes containing 
IL3-Lamp2B, loaded with Imatinib, can selectively target 
tumor cells in vivo, resulting in a reduction in tumor size. 
Moreover, these modified exosomes effectively transport 
effective BCR-ABL siRNA to Imatinib-resistant CML 
cells. These findings suggest that IL3-targeted exosomes 
are a promising strategy for overcoming pharmacological 
resistance in CML [166].

Multiple myeloma (MM) ranks as the second most 
common hematologic malignancy [167], despite signifi-
cant advancements in patient outcomes with myeloma-
targeted and immunomodulatory therapies, remains 
largely incurable [168]. Currently, bortezomib (BTZ)-
driven chemotherapy regimen is the primary frontline 
regimen for MM [169, 170]. This chemotherapy strategy 
is associated with notable side effects, including periph-
eral nervous toxicity, kidney toxicity, and leukocyte 
reduction [171].

MSCs show significant potential as a cell-based 
resource for the treatment of numerous illnesses [172]. 
The clinical effect of MSCs is partly attributed to their 
generation of EVs [173]. Apoptosis is a regulated process 
of cell death that generates numerous extracellular ves-
icles, known as apoptotic vesicles (apoVs), which play a 
role in metabolic activity and maintaining tissue dynamic 
equilibrium [174]. In most cases, larger apoptotic EVs are 
classified as apoptotic bodies (ApoBDs), ranging from 1 
to 5 μm in diameter. In contrast, smaller EVs are referred 
to as apoptotic microvesicles (ApoMVs), with sizes 
between 100 nm and 1 μm, due to their resemblance to 
MVs produced by living cells [175, 176]. Recently, vesicles 
resembling exosomes (less than 150 nm) that are released 
during apoptosis have also been identified and character-
ized [177, 178]. ApoVs encompass a range of proteins, 
nucleic acids, lipids, and organelle structures (181). They 
have been shown to improve osteopenia by transferring 
various cellular factors [180], inhibit MM by triggering 
the Fas-ligand [FasL]/Fas pathway [181], reduce septice-
mia by modulating neutrophil apoptosis [182], and alle-
viate type 2 diabetes by promoting hepatic macrophages 
to adopt an inflammation-suppressing phenotype [183]. 
Zeyuan Cao et al. demonstrate that apoptotic MSCs 
are able to enclose pH- sensitive BTZ-loaded polymeric 
nanoparticles within apoVs, enhancing treatment effec-
tiveness by generating a collaborative anti-MM effect 
that leverages the benefits of both BTZ and apoVs. BTZ/
PC-apoVs significantly increased apoptosis in MM cells 
in vitro. Compared to treatment through BTZ or apoVs 
alone, BTZ/PC-apoVs showed a stronger anti-tumor 
activity [184].

Lymphoma, a complicated hematologic neoplasm, 
manifests as a widely distributed cancer in the body 
originating within the lymphohematopoietic system. It 
is mainly divided into two primary categories: Hodgkin’s 
lymphoma and non-Hodgkin’s lymphoma (NHL). Among 
these, NHL is particularly predominant, making it a com-
mon type of lymphatic disorder [185]. While chemother-
apy in combination with other cell-toxic agents continues 
to be the most widely used treatment, traditional che-
motherapy agents have constraints such as limited tar-
geting ability, adverse reactions, elevated drug tolerance, 
and poor targeting precision. These factors contribute to 
significant adverse reactions in patients [186]. Develop-
ing drug delivery systems that can accurately transport 
remedial compounds directly to tumor cells is crucial. 
By focusing on targeted delivery, these devices aim to 
enhance treatment effectiveness as it also reducing dam-
age to normal tissues, thereby reducing side effects and 
overcoming some of the limitations of conventional che-
motherapy [187].

Research suggests that combining nanotechnology with 
cell membranes and EVs offers a prospective approach to 
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overcoming immune response challenges. This synergy 
can improve nanoparticle stability and target specificity, 
allowing therapeutic agents to reach their intended sites 
with greater efficiency [188]. Using cell membranes and 
EVs as carriers in nanomedicine offers significant advan-
tages, including exceptional biological compatibility, bio-
degradability, and a superior drug-loading performance. 
These characteristics allow these carriers to escape 
immune surveillance, providing long-lasting circulation 
support and effective conveyance of therapeutic agents. 
Additionally, nanopharmaceuticals derived from cell 
membranes and their byproducts naturally contain tar-
geting ability, making them especially promising for the 
research and development of drug transport systems in 
lymphoma treatment. This approach is gaining attention 
in current research as a means to improve precision and 
efficacy in cancer therapies [189].

In lymphoma therapy, research predominantly focuses 
on exosomes due to their promising therapeutic poten-
tial. Exosomes are valued for their capability to carry and 
convey therapeutic substances directly to target cells, 
enhancing treatment precision and efficacy in combat-
ting lymphoma [190]. Wang et al. presented a ground-
breaking method utilizing exosomes capable of dual 
targeting both lymph nodes and tumors for enhanced 
tumor immunotherapy. They harnessed macrophages to 
create immune-stimulated macrophage-tumor hybrid 
cells, and the chimeric extracellular vesicles from them 
have dual-targeting and combined mechanisms to 
enhance the immune response and immunotherapy out-
comes.The study showed that these chimeric exosomes 
effectively slowed tumor development within multiple 
animal tumor models, involving lymphoma, outperform-
ing the performance of traditional tumor vaccines and 
T-cell re-infusion treatments [191]. Accompanying the 
rapid progress in this field, exosomes have shown tre-
mendous prospect for treating NHL. They offer bright 
prospects and renewed aspiration for lymphoma patients 
by enhancing targeted therapy options and improving 
overall treatment efficacy.

Although lipid nanoparticles and other well-estab-
lished delivery systems have reached a relatively mature 
stage, using nanoparticles coated with outer membranes 
and EVs for lymphoma therapy is still in its initial stages. 
The commercialization of exosome-based vehicles faces 
numerous obstacles, including not fully developed prepa-
ration techniques, variable requirements, limited repeat-
ability, and constraints in feature analysis methods. 
Current approaches to validate the success of membrane 
coating primarily rely on particle dimensions measure-
ments and morphology-related assessments. Protein 
blotting can confirm the resemblance between the sur-
face components of the delivery system and the origi-
nating cell membrane, yet it is absent of the capability to 

detect possible partial membrane structure damage post-
coating. To fully address these issues, a comprehensive 
clinical evaluation is necessary, focusing on direct and 
quantitative assessments. Such evaluations would facili-
tate accurate comparisons with other carriers, such as 
liposomes, to better understand the risk-benefit profile of 
exosome-based systems and to refine preparation meth-
ods for consistent quality in potential commercial appli-
cations [187].

Hematologic tumors, such as leukemia and lymphoma, 
are associated with complex immune microenviron-
ments where tumor-associated immune cells (e.g., Tregs 
and MDSCs) and immune checkpoints (e.g., PD-1/
PD-L1) play significant roles in immune evasion, poten-
tially diminishing the efficacy of exosome-based thera-
pies [192]. Additionally, the high heterogeneity of these 
tumors, with different subtypes responding variably to 
treatment, presents challenges for exosome delivery sys-
tems. Exosome stability in the bloodstream is another 
key concern, as they can easily bind to plasma proteins, 
forming immune complexes that lead to recognition and 
clearance by the immune system, ultimately reducing 
their concentration and effectiveness at tumor sites [193]. 
To address the challenges of exosome-based therapies in 
hematologic tumors, several strategies can be applied. 
Exosomes can be functionalized with immune-modulat-
ing agents (e.g., immune checkpoint inhibitors) to over-
come immunosuppressive tumor microenvironments. 
Surface modifications, such as adding tumor-specific 
ligands or antibodies, can enhance targeting and address 
tumor heterogeneity. Additionally, coating exosomes 
with stealth polymers like PEG can prevent immune 
clearance and prolong circulation time [194].

Nervous system
Glioblastoma (GB) is a lethal cancer with complex treat-
ment due to brain and tumor factors like the Blood-brain 
barrier (BBB), tumor variety, and identified subpopu-
lations with potential changes and different treatment 
responses [195–197]. At present, there are only a few 
treatment choices available for GB apart from surgical 
removal, radiation therapy, and chemotherapy. Although 
these approaches have been demonstrated to slightly 
enhance patient survival, patients, particularly those 
diagnosed with GB, frequently encounter a recurrence of 
their illness [198, 199]. Upon disease recurrence, treat-
ment choices become scarcer since additional surgical 
resections could pose life-threatening risks to the patient, 
patients might not be eligible for further radiation, and 
the recurrent tumor might be resistant to chemotherapy 
[200, 201]. GB tumors are related to neural stem cells and 
Myc signaling, but effective targeting of Myc in clinical 
practice is yet to be achieved despite efforts, and there 
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are various challenges in translating related strategies to 
clinical settings [202, 203].

Exosomes are a key component of intercellular sig-
naling networks, transporting polypeptides, metabolic 
products, and nucleic acids between both adjacent and 
remote cells [204]. A variety of small molecule drugs, 
chemotherapy agents, and RNAi have been triumphantly 
incorporated into exosomes and dispatched to target 
cells in vitro and in experimental preclinical models, 
where they have shown antineoplastic effectiveness [205]. 
Exosomes derived from human bone marrow mesenchy-
mal stem/stromal cells (BMSCs) have been created as 
FDA-approved medication transport carriers, owing to 
their strong security assessment and limited immuno-
genic characteristics. These exosomes are presently being 
evaluated in multiple clinical studies [206, 207]. Amanda 
R. Haltom et al. utilize engineered MSC-derived exo-
somes to convey siRNAs targeting Myc and assess their 
mechanistic effects on tumor progression and survival in 
mouse models of GB. The study consequences indicate 
that siRNA targeting the Myc gene, delivered via exo-
somes derived from human bone marrow mesenchymal 
stem cells (iExo-Myc), exhibits significant anti-tumor 
effects against GB. Specifically, iExo-Myc successfully 
localizes to GB tumors in mice, significantly inhibiting 
tumor proliferation and angiogenesis. This inhibition 
results in slower tumor progression and extends the sur-
vival of the mice. Transcriptomic analysis revealed that 
Myc inhibition induces transcriptional changes in tumor 
cells, suppressing pathways associated with tumor inva-
sion and promoting a transition from a mesenchymal to 
a proneural phenotype. Further single-cell RNA sequenc-
ing showed that iExo-Myc induced a shift in GB cells 
from a mesenchymal to a proneural state and downregu-
lated genes related to cell proliferation and inflammation 
. These results confirm the promise of Myc as a therapeu-
tical target for GB and demonstrate that delivering Myc 
siRNA via exosomes is an effective strategy for extending 
the survival of GB-bearing mice. This approach not only 
overcomes the limitations posed by the blood-brain bar-
rier but also provides a new avenue for targeting difficult-
to-inhibit oncogenes   [208].

The main challenge in applying exosomes for treat-
ing neurological tumors lies in overcoming BBB. While 
exosomes are natural nanoparticles with the potential to 
cross cell membranes, their ability to penetrate the BBB 
is limited due to their size, lipid bilayer structure, and 
surface proteins. The BBB effectively restricts most thera-
peutic agents, including exosomes, from reaching the 
brain, which poses a significant obstacle in their use for 
neurological tumor treatment. Additionally, the unique 
immune microenvironment and high tumor heterogene-
ity in the nervous system further complicate exosome-
based therapies. These factors necessitate advanced 

strategies to enhance exosome delivery, such as surface 
modification, targeting specific receptors, and combin-
ing with other delivery systems to improve their efficacy 
in treating brain tumors [209]. Recent breakthroughs in 
GB therapy have underscored the transformative poten-
tial of exosome-based drug delivery systems in overcom-
ing the challenges posed by the BBB. A pioneering study 
employed exosomes derived from rat C6 glioma cells to 
CTX and doxorubicin DOX, leveraging CTX’s targeting 
of EGFR-expressing GB cells. This innovative system not 
only significantly enhanced drug penetration across the 
BBB but also improved therapeutic concentrations in 
brain lesions, effectively inhibiting tumor proliferation 
and migration. In vivo, this approach extended the sur-
vival of glioma-bearing rats by 47% compared to DOX 
monotherapy, demonstrating its potential as a synergistic 
treatment strategy [210]. Complementing this, another 
study utilized exosomes derived from BV2 microglial 
cells, which exhibit natural BBB-penetration capabili-
ties. These exosomes were functionalized with a redox-
responsive oligopeptide (Pep2) to lock drug cargo during 
circulation, ensuring controlled release within the tumor 
microenvironment. The Pep2-modified exosomes dem-
onstrated superior drug retention in GB tissue, signifi-
cant anti-tumor activity, and excellent biocompatibility, 
with no observed toxicity in other organs. Together, these 
advancements highlight exosome-based platforms as a 
promising frontier in GB therapy, offering precise tar-
geting, enhanced drug efficacy, and minimized systemic 
side effects, thereby paving the way for a new era in brain 
tumor treatment [211].

Genitourinary system
Breast cancer (BC) still a major health problem, contrib-
uting to a considerable number of cancer deaths among 
women across the globe. Despite advancements in con-
ventional therapies, clinical toxicity and lack of precise 
targeting continue to hinder effective BC treatment [212, 
213]. Nano-therapeutics has introduced exosomes (Exo) 
as a potential treatment option. These minute vesicles 
are secreted by multiple cell types, such as tumor cells. 
Exosomes derived from tumor cells can specifically tar-
get tumors, facilitate tissue restoration, and regulate the 
immune response. Compared to other drug delivery 
methods, exosomes offer several advantages, including 
improved bioavailability, greater stability, and reduced 
off-target cytotoxicity and immunogenicity [214, 215].

BC cells exhibit a heightened reliance on fucose, a 
sugar essential for their proliferation and division, caus-
ing greater dependence on it compared to normal cells. 
This fucose reliance presents potential avenues for tar-
geted therapeutic interventions. CQDs have appeared as 
an effective method for specifically targeting and treating 
a range of cancers, including BC. Fucose-based CQDs 
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provide benefits such as biodegradability, biocompatibil-
ity, aqueous dispersibility, and antioxidant and anticancer 
properties [216]. Fucose-based Quantum Dots (QDs)can 
effectively deliver therapeutic agents to BC cells while 
also demonstrating inherent anticancer properties by 
generating reactive oxygen species (ROS). Yet, their com-
patibility for different types of cells, not limited to tumor 
cells, generates worries about potential interactions with 
normal cells. Furthermore, the volume variability of QDs 
influences cellular absorption dynamics: larger QDs may 
struggle to penetrate cells, while smaller QDs are more 
likely to enter cells but may pose a risk of cellular dam-
age. Despite these challenges, fucose- conjugated QDs 
hold promise for targeted drug transport in BC therapy, 
provided these issues are addressed [217].Dacarbazine 
(DC) is a chemotherapy prodrug that exerts anticancer 
effects through metabolic activation in hepatic tissue 
and covalent linkage to DNA molecules in tumor cells, 
causing DNA strand cross-linking and apoptosis [218]. 
While DC has demonstrated effectiveness in cancers 
such as Hodgkin lymphoma and metastatic melanoma, 
its functions and treatment promise in BC are not yet 
fully explored [219]. Its application in BC treatment faces 
challenges due to limited solubility in water, vulnerability 
to light-induced degradation, and a brief biological half-
life. These restrictions can negatively impact medication 
delivery, bioavailability, and treatment potency, poten-
tially causing non-specific cytotoxicity to nomal cells and 
leading to harmful side effects [220].

Pratiksha Tiwari et al. formulated a method for the 
targeted administration of the chemotherapy drug DC 
to BC cells utilizing CQDs. To enhance DC’s solubility 
and photostability, it was loaded onto CQDs and subse-
quently enclosed within exosomes originating from BC 
cells (Ex-DC@CQDs) for targeted therapy. Exosomes are 
able to specifically target tumor cells via HSPG receptors 
and protect the consistency of DC and CQDs throughout 
delivery [221]. Exosomes accelerate the delivery of DC@
CQDs to tumor cells, possess unique proteins adher-
ing to HSPG receptors, initiate membrane invagination, 
facilitate transport of contents, and enable triggering of 
DC, aiming to enhance therapeutic efficacy and reduce 
adverse effects [222]. Therefore, exosomes co-encapsu-
lated with CQDs and DC offer substantial curative ben-
efits against BC simultaneously mitigating many of the 
dangers related to free DC. Additionally, exosomes inher-
ently contain the capability to pass through biological 
barriers, allowing them to restore internalized medica-
tions that are lost in circulation. To facilitate this, CQDs 
were first synthesized via microwave techniques [223, 
224]. Thereafter, the synthesized CQD was incorporated 
with DC, and the formulations were adjusted for optimal 
performance to achieve pharmaceutical specifications 
with enhanced filling capacity. The resulting formulations 

underwent extensive characterization through both in-
vitro and in-vivo experiments. Overall, these findings 
suggest that BC cell-derived exosome-coated carbon 
quantum dots offer promising prospects as a new tar-
geted treatment approach for BC. The exosome-CQD 
complex demonstrated tremendous potential in can-
cer therapy through effective targeting mechanisms, 
improved pharmacokinetics, and enhanced drug efficacy 
[221].

Ovarian cancer (OC) is the eighth most common and 
fifth deadliest cancer in women worldwide, with a high 
incidence and mortality rate [225]. The prognosis of ovar-
ian cancer patients is not optimistic, and the survival rate 
is merely 47.5% [226]. The present first-line treatment for 
ovarian cancer comprises a combination of cytoreductive 
surgery and platinum-based chemotherapy [227]. Tar-
geted therapy, such as anti-VEGF antibodies and PARP 
inhibitors, can be utilized for certain patients [228]. 
Nevertheless, over half of the patients will suffer a recur-
rence within two years, leading to little or no enhance-
ment in the survival rate [229, 230].This underscores a 
dire demand for the development of novel therapeutic 
approaches [231].

Epigenetic regulation and m6A modification, along 
with dysregulation of related regulators like YTHDF1, 
play crucial roles in tumor onset, progression, and 
chemotherapy tolerance [232, 233]. In the traditional 
approaches to treating OC, DTX has emerged over 
recent decades as a new-generation chemotherapeutic 
drug. Unlike traditional chemotherapy agents, it does not 
interfere with gene synthesis in tumor cells or cause DNA 
damage. Instead, it disrupts the dynamic equilibrium 
between microtubules and tubulin dimers, affecting cell 
mitosis, ultimately suppressing cell growth and triggering 
apoptosis [234]. In spite of the strong anti- cancer effects 
of DTX, treatment tolerance and tumor relapse have 
been identified as significant challenges [235]. A potential 
strategy to address these challenges involves downregu-
lating m6A modulators, which have demonstrated poten-
tial in boosting chemotherapy sensitivity and enhancing 
tumor inhibition. Rong Du et al. aim to develop a combi-
nation therapy for enhanced OC treatment by integrating 
YTHDF1-targeting epigenetic therapy with DTX-medi-
ate chemotherapy. This approach could involve using 
siRNA to inhibit YTHDF1 expression. As an emerging 
programmable gene interference technique, siRNA offers 
high specificity and flexibility in targeting the diseased 
human genome [236]. Since m6A modification is preva-
lent in both eukaryotic messenger and non-coding RNAs, 
achieving efficient tumor localization and selectiveness is 
essential for minimizing the systemic toxicity and immu-
nogenic response associated with m6A reader-related 
epigenetic therapies [237]. Given the potential to reverse 
chemotherapy resistance by interfering with YTHDF1, 
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the combinational therapy strategy is anticipated to yield 
a synergistic therapeutic effect.

MSC-derived small extracellular vesicles (MsEVs) 
deliver both the lipid membrane and cytoplasmic com-
ponents from MSCs, demonstrating a natural tumor-
homing effect. This makes them well-suited as drug 
transport systems for cancer treatment [238, 239]. SEVs 
are crucial in multiple pathophysiological mechanisms, 
have excellent transcellular permeability and compatibil-
ity, can reduce immunological clearance, deliver various 
cargo, and be used as co-transport vehicles [31]. Rong Du 
et al. developed an sEV-derived dual-functional nano-
drug platform for the co-transport of siRNA targeting 
the m6A reader YTHDF1 and the chemotherapy agent 
DTX for OC therapy. Both DTX and siYTHDF1 were 
concurrently enclosed into bone marrow MSC-derived 
sEVs using electropermeabilization. The resulting code-
livery system (MsEV-siYTHDF1-DTX) demonstrated 
enhanced tumor targeting and improved endo/lyso-
somal evade of siYTHDF1, enabling powerful restraint 
of OC by lowering YTHDF1 expression and inhibiting 
EIF3C protein translation in an m6A-dependent fashion. 
This epigenetic modulation, together with DTX-induced 
inhibition of microtubule depolymerization, resulted in 
markedly enhanced tumor suppression and prolonged 
survival in mice with tumors. This sEV-derived nanoplat-
form offers a promising approach for optimized co-trans-
port of siRNA and anticancer drugs directed to tumor 
locations, providing insights into combinational therapy 
for OC [240].

Renal cell carcinoma (RCC) is a type of urological can-
cer that has seen an increase in recent years, constitut-
ing approximately 3% of all adult cancers [241, 242]. In 
2022, the incidence and mortality rates of RCC were high 
in both China and the United States [243]. Pathologi-
cal analysis classifies RCC into different subtypes, with 
ccRCC being the most common, accounting for about 
75% of cases [244]. The incidence of RCC increases with 
aging and is predominant in males over females. Pre-
dominant risk factors for RCC include obesity, hyperten-
sion, and smoking. CcRCC, the most common subtype, is 
related to VHL gene variations and involves other genetic 
and epigenetic changes, with a specific tumor microen-
vironment [245].Approximately 70% of RCC patients are 
initially diagnosed with localized disease and undergo 
nephrectomy, while about 30% have metastasis at diagno-
sis or during follow-up [246]. In recent years, treatments 
for metastatic RCC have advanced significantly through 
targeted therapies and immune checkpoint inhibitors, 
with different types and targets [247]. Nevertheless, even 
in conjunction with targeted therapies and immunologi-
cal treatment for metastatic RCC, the median survival 
duration remains around 48 months. Persistent issues 
such as therapeutic resistance and immune-related 

adverse events (irAEs) continue to challenge treatment 
effectiveness and patient outcomes [248].

Exosomes can deliver small molecules to targeted cells 
or tissues for targeted therapy and improve therapy accu-
racy and efficacy [26]. Exosomes are crucial for facilitat-
ing communication between cells, and leveraging this 
function can be beneficial in therapies aimed at inhibit-
ing RCC infiltration. For example, Yoshino et al. discov-
ered that miRNA-1 (miR-1) could effectively inhibit RCC 
proliferation and infiltration. Their study demonstrated 
that when RCC cells were handled with exosomes origi-
nated from miR-1-transfected cells, miR-1 expression 
increased significantly within these cells. miR-1 expres-
sion increased approximately 10 to 40 times compared 
to the control group. It significantly inhibited the growth, 
migration, and invasion of 786-o and A498 cells. This 
finding suggests that using exosomes to deliver miR-1 
could be a promising therapeutic approach for RCC 
[249]. YAO ZHANG et al. develop a novel vaccine for 
RCC. Exosomes originated from IL-12-anchored renal 
cancer cells have been found to express the RCC-associ-
ated antigen G250 and glycolipid-anchored IL-12 (GPI-
IL-12). Remarkably, exosomes containing GPI-IL-12 
can notably enhance T cell reproduction, leading to an 
increased release of IFN-γ. Additionally, exosomes with 
GPI-IL-12 are capable of inducing antigen-targeted 
CTLs, which results in notable cytotoxic responses. 
These findings suggest that exosomes from IL-12-an-
chored RCC, which contain both GPI-IL-12 and G250, 
hold potential for future applications in RCC treatment 
[250]. Furthermore, a different study indicated that 
circSPIRE1 found in exosomes has the potential to sup-
press the metastasis of RCC. It was shown to enhance 
the expression of polypeptide N-acetylgalactosaminyl-
transferase 3 (GALNT3) and KH domain RNA bind-
ing protein (QKI). GALNT3 enhances glycosylation and 
facilitates the membrane positioning of E-cadherin, while 
QKI establishes a positive feedback loop to increase circ-
SPIRE1 levels. Furthermore, exosomal circSPIRE1 can 
inhibit both angiogenesis and vascular permeability, fur-
ther contributing to its anti-metastatic effects in RCC 
[251].

Exosome-based therapy for urogenital system tumors 
faces unique challenges, including physiological barriers 
[such as the urine environment and epithelial barriers], 
tumor immune evasion, tumor heterogeneity, hypoxic 
vascular environments, and immune clearance. These 
challenges necessitate the development of targeted exo-
some delivery systems, employing strategies such as 
surface functionalization, targeted delivery, immune-
modulating molecule loading, and enhanced exosome 
stability to overcome these physiological and immune 
barriers, ultimately improving the therapeutic efficacy of 
exosomes in treating urogenital system tumors [252].
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Dermal system
Malignant melanoma(MM) is the most invasive and 
fast-proliferating type of skin cancer, responsible for 
65% of deaths related to skin tumor [253]. The survival 
rate at 5 years for individuals diagnosed with metastatic 
melanoma is under 5% [254]. The Chinese guidelines 
for melanoma diagnosis and treatment, along with rec-
ommendations from the American Society of Clinical 
Oncology, suggest that only early-stage melanoma is 
suitable for surgical intervention. For primary or meta-
static melanomas that are inoperable, radiotherapy may 
be considered; however, its impact on survival time is 
minimal. Furthermore, the overall effectiveness of DC, 
the FDA-approved chemotherapeutic drug for MM, is 
limited, with a response rate of only 10–15% [255]. While 
targeted therapies and monoclonal antibodies have 
shown some efficacy, their clinical application is limited 
due to high costs, intolerable adverse effects, and the pro-
gression of therapeutic tolerance [256]. There is a press-
ing need for new and targeted therapeutics for MM, and 
natural products such as triptolide show promise [257]. 
Triptolide has been shown to inhibit various types of 
tumors [258–260], by regulating cell growth, apoptosis, 
autophagocytosis, and angiogenesis [261].Nevertheless, 
the therapeutic promise of triptolide is limited due to its 
poor water solubility, brief half-life, and biological toxic-
ity. Consequently, developing an optimal vehicle for the 
targeted transport of triptolide to cancer tissues is essen-
tial to improve its effectiveness and minimize toxicity 
[262].

Nanotechnology-mediated transport systems offer 
improved efficacy, reduced toxic side effects, and a sig-
nificant potential for drug encapsulation [263]. During 
recent years, nanotargeted transport systems have been 
demonstrated to significantly reduce toxicity and extend 
the circulation time of triptolide, enabling targeted 
transport of therapeutic agents [264]. However, carriers 
for delivering triptolide still face challenges, including 
uncontrolled drug release before reaching the target site, 
rapid clearance by the mononuclear phagocytic system 
(MPS) [265], and uncertain biological safety [266]. Luck-
ily, biological materials provide alternative methods as 
innovative carriers to address these limitations. Yongwei 
Gu et al. aim to utilize cRGD to develop engineered exo-
somes, focusing on creating a nanoplatform specifically 
targeting melanoma [262]. As source cells, MSCs are able 
to be sourced from nearly all human tissues and pos-
sess high proliferative capacity, allowing for large-scale 
exosome production [267]. Especially, human umbili-
cal cord MSCs (hUCMSCs) have garnered significant 
focus because of their easy accessibility, minimal ethical 
concerns, straightforward cultivation, and rapid expan-
sion capabilities [268]. The experiment of Yongwei Gu 
et al. developed the cRGD-Exo/TP system, explored its 

mechanisms and efficacy in vitro and in vivo, and con-
firmed its good biosafety for targeted transport of trip-
tolide to melanoma [262].

Skin tumors (such as melanoma, basal cell carcinoma, 
and squamous cell carcinoma) present a range of unique 
challenges that impact the application of exosomes in 
their treatment. The skin is a distinct organ with unique 
physiological structures and an immune microenviron-
ment, all of which play a crucial role in the design and 
effectiveness of exosome-based delivery systems [269]. 
The outermost layer of the skin, the stratum corneum, 
has a strong barrier function that prevents external sub-
stances, including exosomes, from entering the body. 
This barrier presents one of the biggest challenges in 
skin treatment. Researchers have proposed methods 
to enhance the permeability of exosomes, such as using 
nanotechnology or local application strategies, includ-
ing surface modifications, liposomes, or microneedle 
technologies, to improve exosome delivery efficiency 
in the skin [270]. Another challenge in treating cutane-
ous tumors is the effective delivery of exosomes to tumor 
sites. Unlike internal tumors, cutaneous tumors are often 
more localized, allowing for treatment through topical 
application and avoiding systemic side effects. However, 
ensuring that exosomes specifically target the tumor 
cells remains a challenge. To improve delivery efficiency, 
exosome surfaces can be modified with tumor-specific 
targeting molecules, such as anti-BRAF antibodies for 
melanoma cells, to ensure precise localization and pen-
etration of the tumor tissue [271].

Motor system
Osteosarcoma is the most common malignant tumor that 
originates in bone tissue, occurring most frequently in 
children and adolescents [272]. Currently, the standard 
treatment for osteosarcoma is surgical resection com-
bined with neoadjuvant chemotherapy. Unfortunately, 
the five-year survival rate for osteosarcoma patients stays 
at only 60–70% [273, 274]. Additionally, the recurrence 
rate for osteosarcoma patients remains high even after 
treatment [275]. One factor contributing to this issue is 
that the chemotherapy agents utilized for osteosarcoma 
are not only non-specific but also lack effectiveness, fre-
quently leading to considerable side effects unrelated to 
the target. Consequently, there is a pressing requirement 
to create novel targeted therapies with improved tumor-
eradicating effectiveness and reduced adverse effects to 
enhance the survival of osteosarcoma patients.

Nanotechnology systems offer intrinsic benefits as drug 
transport systems, including prolonged circulation time, 
small size, and the ability to accumulate within tumors. 
Li et al. treated late-stage osteosarcoma using apatinib 
enclosed in hydrophobic poly[ester amide] nanopar-
ticles, which notably inhibited tumor proliferation with 
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minimal adverse effects [276]. During recent decades, 
exosomes have emerged as a potential method for deliv-
ering chemotherapeutic agents in tumor treatment [277]. 
However, obtaining highly purified exosomes remains a 
significant challenge and a complex issue with current 
technology [278]. In particular, the limited quantity of 
naturally secreted exosomes poses a challenge for large-
scale production [279]. Furthermore, the medication 
transport efficiency of exosomes as vehicles remains an 
unresolved issue [280].

Exosome mimetics (Ems) as drug delivery vehicles 
provide numerous benefits compared to current syn-
thetic systems. To start with, EMs inherently target their 
source tissues. For the study, Jinkui Wang et al. chose 
EMs originated from bone marrow mesenchymal stem 
cells (BMSCs) to target osteosarcoma Second, the phos-
pholipid bilayer of EMs can merge with cell membranes, 
facilitating the internalization of enclosed drugs. Third, 
the small size of EMs enhances their ability to extrava-
sate through neoplastic blood vessels and diffuse into 
tumor tissues. Doxorubicin, a primary chemotherapeu-
tic agent for osteosarcoma, has its clinical dosage signifi-
cantly restricted due to high toxicity [281]. The research 
focused on the development of EMs derived from 
BMSCs for delivering doxorubicin in osteosarcoma ther-
apy. Using sequential extrusion, they produced EMs and 
enclosed doxorubicin to create EM-Dox. By harnessing 
the natural tumor-homing ability of BMSC-derived EMs, 
they targeted osteosarcoma with EM-Dox to treat in situ 
xenografts. In vitro studies confirmed efficient uptake of 
EM-Dox by osteosarcoma cells and demonstrated higher 
cytotoxicity against these cells compared to free doxoru-
bicin. In vivo studies showed that EM-Dox had a longer 
circulation time and higher accumulation in tumor tis-
sues compared to other carriers, supporting its enhanced 
targeting capabilities. The findings suggest that EM-Dox 
could serve as a promising approach to improve osteo-
sarcoma therapy by enhancing drug delivery specificity 
and minimizing off-target toxicity [282].

Musculoskeletal tumors, such as bone and muscle 
cancers, present unique challenges, including miner-
alization barriers in bone tissue, high metabolic rates 
in muscle, hypoxic and acidic microenvironments, and 
immune evasion mechanisms [283]. To address these 
obstacles, exosome delivery systems require multiple 
strategies. Surface functionalization and targeted deliv-
ery—such as modifying exosome surfaces with tumor-
specific receptors or antibodies—can enhance exosome 
recognition and penetration into targeted tumor cells. 
Additionally, to overcome the hypoxic and acidic condi-
tions, exosome stability and resilience can be improved 
by encapsulating them in materials like polyethylene gly-
col or nanoparticles, thereby increasing accumulation at 
tumor sites [284]. Immune modulation is another crucial 

strategy; exosomes can carry immune checkpoint inhibi-
tors or immune-boosting molecules to reverse immune 
evasion and amplify immune responses. Furthermore, 
given the tumor heterogeneity, designing exosomes with 
multi-targeting capabilities enables personalized treat-
ment approaches for different tumor subtypes. These 
combined strategies help overcome the physiological and 
immune barriers in musculoskeletal tumors, improving 
the therapeutic efficacy of exosome-based treatments 
[285].

Challenges and limitations
Despite the significant potential of exosome therapies in 
cancer treatment  (Table 3), several challenges remain in 
their practical application, necessitating further research 
and solutions.

Production and scalability
The production of exosomes on a large scale with uni-
form quality poses considerable challenges related to 
technical feasibility and cost-effectiveness. Exosomes 
are complex biological particles, and their production 
involves intricate cellular secretion mechanisms. Ensur-
ing consistency in the functionality and characteristics of 
exosomes at scale requires overcoming numerous techni-
cal hurdles, such as efficient collection, purification, and 
storage, while maintaining their biological similarity to 
naturally secreted exosomes. Furthermore, the produc-
tion process is often complex and resource-intensive, 
making cost reduction another major obstacle [286]. 
Developing scalable manufacturing methods for exosome 
production remains a critical issue in the development 
of exosome-induced treatment. The complexity involved 
in isolating and purifying exosomes, combined with the 
necessity of customizing them for specific therapeutic 
applications, significantly amplifies cost of production. 
Exosomes are derived from intricate cellular processes, 
and obtaining them in large quantities while maintaining 
their functional integrity is technically challenging. Fur-
thermore, different therapeutic uses may require specific 
modifications or customizations of exosomes, adding 
another layer of complexity to the manufacturing pro-
cess. This not only increases the difficulty but also inflates 
the overall cost of production. Therefore, developing 
cost-effective and scalable production methods is essen-
tial for advancing the clinical application of exosome-
based therapies [6].

Regulatory and safety issues
As an emerging biological therapy, the regulatory frame-
work for exosomes is not yet clear. Regulatory agencies 
in different countries and regions have varying defini-
tions and classifications for exosomes, which can compli-
cate approval processes. In treating liver and colorectal 
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cancers, regulatory uncertainties may delay clinical trial 
progress and market promotion. Exosomes may induce 
immune reactions or unintended biological effects, such 
as promoting tumor invasion and metastasis9. Studies 
have shown that tumor cell-derived exosomes can carry 
oncogenic substances that affect normal cell functions10. 
Therefore, it is crucial to fully evaluate the safety of exo-
somes in preclinical studies to ensure patient safety [287].

Clinical translation
Although significant progress has been made in the labo-
ratory research of exosomes, their clinical application 
remains in its infancy. Currently, only a limited number 
of clinical trials are investigating the efficacy and safety 
of exosome-based therapies. The absence of large-scale, 
randomized controlled trials (RCTs) is a major factor 
impeding the broader adoption of exosome therapies 
in clinical practice. In cancers such as prostate and lung 
cancer, the ongoing clinical trials are still in early stages, 
and the efficacy, safety, and overall applicability of these 
therapies need further validation. Key challenges include 
identifying the optimal dosage, administration route, and 

determining biomarkers to predict response to exosome 
therapy. Moreover, the long-term efficacy and potential 
side effects have yet to be fully understood, which is cru-
cial for establishing standardized treatment protocols. 
Overcoming these hurdles will require comprehensive, 
well-designed clinical studies that evaluate not only the 
immediate therapeutic benefits but also the potential 
risks associated with long-term use. Systematic clinical 
research is essential to build a strong foundation for inte-
grating exosome-based therapies into standard cancer 
treatment paradigms [288].

Future outlook
Emerging trends
Recent advances in the study of exosomes have demon-
strated their significant potential in the fields of diagno-
sis, therapy, and prevention across a variety of diseases. 
In diagnostics, exosomes are emerging as valuable non-
invasive biomarkers for early detection and monitoring 
of diseases such as cancer, cardiovascular conditions, 
and neurodegenerative disorders. Their ability to carry 
disease-specific proteins, RNA, and other molecular 

Table 3 Application of Exosomes in different Cancer cell therapies
Cancer Type Application Key findings Reference
Lung Cancer FA-ExoPAC Improved drug delivery efficiency and significantly reduced toxicity [74]
Gastric cancer Exosome-mediated delivery of 

miR-21 inhibitors
Stronger inhibitory effects and reduced cytotoxicity [105]

DC-derived exosome vaccines Enhanced the T-cell immune response and tumor rejection [107]
ExoDOX Reduced the cardiotoxicity [119]
Exosomal rhTRAIL Effectively induced apoptosis in tumor cells and no significant toxicity to 

normal cells
[120]

Liver cancer Exosomal miR-122 Enhance the chemosensitivity of HCC [123]
Exosomal miR-335-5P Exosomal 
miR-320a

Effectively inhibited HCC proliferation and metastasis [125, 126]

A novel HCC treatment vaccine Enhancing the cytotoxic response of NK cells [132]
Pancreatic cancer dtEVs Effectively suppressed large solid PDAC [141]
Colorectal cancer Target-Her2-LAMP2-GFP, 

THLG-Exo/5-FU/miR-21i
Effectively reversed drug resistance in colorectal cancer cells [148]

Chronic Myelog-
enous Leukemia

Modified exosomes containing 
IL3-Lamp2B, loaded with Imatinib

Reduced tumor size [166]

Multiple myeloma BTZ/PC-apoVs Significantly increased apoptosis in MM cells in vitro and a stronger anti-
tumor activity

[184]

Lymphoma Dual-targeting exosomes Effectively slowed tumor progression across various animal tumor models, in-
cluding lymphoma, surpassing the performance of traditional tumor vaccines 
and T-cell reinfusion therapies

[191]

Glioblastoma iExo-Myc Significantly inhibited tumor proliferation and angiogenesis [208]
Breast cancer Ex-DC@CQDs Enhanced tumor targeting and therapeutic efficacy [221]
Ovarian cancer MsEV-siYTHDF1-DTX Significantly improved tumor inhibition and extended survival in tumor-

bearing mice
[240]

Exosomes to deliver miR-1 Suppressed RCC growth and invasion [249]
Renal cell carcinoma Exosomes containing GPI-IL-12 Resulted in notable cytotoxic effects [250]

Exosomal circSPIRE1 Suppressed both angiogenesis and vessel permeability [251]
Malignant melanoma cRGD-Exo/TP Prolonged circulation time, higher tumor accumulation, and better targeting 

compared to non-targeted systems
[262]

Osteosarcoma EM-Dox Enhanced drug delivery specificity and minimized off-target toxicity [282]
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signatures has led to the development of liquid biopsy 
techniques, offering a less invasive and more accessible 
method for clinical screening and disease progression 
tracking [289]. In therapy, exosomes have shown promise 
as natural delivery vehicles due to their biocompatibility, 
low immunogenicity, and ability to cross biological bar-
riers. Recent studies have successfully utilized exosomes 
to deliver therapeutic agents, including small molecules, 
RNA therapeutics, and anti-cancer drugs, particularly in 
the treatment of cancers. Their ability to target specific 
cells or tissues enhances the precision of treatments, 
reducing off-target effects and drug resistance [290]. In 
the realm of prevention, exosomes are being explored for 
their role in immunomodulation. They have the poten-
tial to stimulate immune responses or regulate immune 
functions, which is particularly relevant in the context 
of vaccines and immune-based therapies. For instance, 
exosome-based vaccines are being investigated for their 
ability to present antigens to immune cells, potentially 
enhancing the efficacy of cancer immunotherapy and 
infectious disease prevention [291].

Overall, the latest progress in exosome research is 
driving their application toward becoming pivotal tools 
in personalized medicine, with significant implications 
for diagnostics, targeted therapeutics, and preventative 
healthcare strategies.

Long-term outlook for exosome-based cancer therapy
As research on exosomes advances, they are poised to 
play an increasingly significant role in cancer treatment, 
driven by their unique biological properties and versatil-
ity. Exosomes, as natural carriers of biomolecules, offer 
several advantages over traditional therapies due to their 
ability to selectively target cells, deliver diverse therapeu-
tic payloads, and modulate the tumor microenvironment. 
The following are speculations on how exosomes could 
shape future cancer therapies: With the rise of personal-
ized medicine, exosomes could be engineered to deliver 
tailored therapeutics based on the specific molecular and 
genetic profile of an individual’s tumor. This customiza-
tion would enable highly targeted treatments with fewer 
side effects and increased efficacy. By isolating exosomes 
from a patient’s own cells, researchers can further reduce 
the risk of immune rejection, making exosome-based 
therapies an attractive option for personalized cancer 
treatment [292]. In the future, exosomes could become 
the primary vehicles for drug delivery, overcoming the 
limitations of synthetic nanoparticles. Due to their nat-
ural origin, exosomes are biocompatible and can evade 
the immune system, allowing for the delivery of a wider 
range of therapeutics, including small molecules, siRNAs, 
and CRISPR-Cas9 gene editing tools. This would be par-
ticularly useful for cancers that are difficult to treat with 
conventional methods, such as GBs, where exosomes 

could cross the blood-brain barrier more effectively than 
traditional therapies [41].Exosomes have the potential to 
revolutionize cancer immunotherapy by serving as vehi-
cles for immune checkpoint inhibitors or other immune-
modulating agents. Additionally, they could be used to 
develop novel cancer vaccines. Tumor-derived exosomes 
that carry tumor-associated antigens could be engineered 
to stimulate an immune response, training the patient’s 
immune system to recognize and destroy cancer cells. 
This exosome-based vaccine approach could complement 
existing immunotherapies like CAR-T cell therapy and 
checkpoint inhibitors [293, 294]. One of the most prom-
ising future roles for exosomes in cancer treatment is 
their ability to modulate the TME. By reprogramming the 
TME to be less supportive of tumor growth and metas-
tasis, exosome-based therapies could help to suppress 
cancer progression. Exosomes could carry therapeutic 
molecules that inhibit angiogenesis, block cancer cell 
communication, or induce immune cell infiltration into 
the tumor, creating a hostile environment for cancer cells 
to thrive [295].

Conclusion
The research and development of exosome-based 
drug delivery systems have ushered in a transforma-
tive approach to cancer therapy, offering unprecedented 
potential for personalized medicine, enhanced thera-
peutic efficacy, and the ability to overcome some of the 
longstanding challenges of conventional treatments. Exo-
somes’ unique properties, such as high biocompatibility, 
ability to deliver a wide range of therapeutic agents, and 
natural targeting capabilities, make them an ideal tool in 
the fight against cancer. Studies have demonstrated that 
exosomes can be engineered to deliver chemotherapeu-
tic agents, gene therapies, and immunomodulators with 
a high degree of specificity to cancer cells, minimizing 
damage to healthy tissues and reducing systemic toxic-
ity. These innovations not only improve patient outcomes 
but also present a compelling case for further exploration 
of exosome-mediated therapies in clinical settings.

Despite these advances, significant challenges remain 
in scaling the production of exosome-based therapies, 
ensuring quality control, and addressing safety and reg-
ulatory concerns. Current limitations in the large-scale 
manufacturing of exosomes, as well as the complexities 
involved in purifying and characterizing these vesicles, 
hinder their widespread clinical application. Moreover, 
while preclinical studies and early-phase clinical tri-
als have shown promise, translating these findings into 
widely accessible treatments requires overcoming signifi-
cant scientific and regulatory hurdles. Addressing these 
challenges is critical for the successful integration of exo-
some-based therapies into mainstream cancer treatment 
protocols.
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Moving forward, research should focus on optimizing 
exosome biogenesis, cargo loading, and targeting mecha-
nisms to enhance therapeutic delivery while minimiz-
ing side effects. Additionally, advancements in synthetic 
exosomes and hybrid systems that combine natural exo-
some properties with engineered features are poised to 
further revolutionize cancer therapy. The future of exo-
some-based drug delivery looks promising, with poten-
tial applications not only in cancer but also in a range of 
other diseases, marking a new frontier in the precision 
medicine landscape.
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